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INTRODUCTION

This back is inlended 10 go some way towards

evening the balance bhetween us and the

police. It is not an in-depth study, more a ;
commonsense quide to locking after yourself. '
The police Iry to get us to belisve that they

are all-powerful and all-knowing. Cobblezs! If

we use our heads we can run ngs around

them. I hope that you find this information

usaful, and that there is something new in it

for you. If you think more things could be

included, or said better, feal frea to produce

a version of your own. There is no copyright,

Good luck and take care,

Moriarty.
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GENERAL TRACES

FINGERPRINTS

The sciance of Angerprint examination is
called dactyloscopy. We are bom with our
fingerprints, and wae'll never ba able to
changa tham or gel rid of them. Whenever
you touch something with your fingertips you
laave behind your calling card. The polica
will have a warying degree of diffculty in
raproducing your prinls depending on the
« gsurface upon which it Les. Cbviously surfaces
such as glass, marble, chrome ete, will be tha
easiest, whilst it Is almost impossible to lift
prints krom brickwork or untreated wood. A
Engerprint is basically the fatty, acidic residue
lel on a surface in the exact shape of the ndge
Ines of your Engertips. Becansa a fingerprint
iz composed of sweat, which is an acid, in
some insmnees it qwill etch itself onto metal,
This is most likely to cocur with crowbars,
hammers, chizels, etc, and can be erased by
rubbing down said tocls with coarse wire
wool after use. The police are continually
perfecting their methods of print detaction,
becauss they are such a foolproof piece of
personal identity. They can take prints from
gldn (If they really try), from tightly woven
fabrics, especially synthetic ones, and paper.

To convict, tha police nesd to show 12
matching leatures of & fingerprint. In practics,
these can ba found on just ome square
centimater of skin area, Fingerprints are [aitly
hard 1o destroy, and even immersion in water
will not do the job complately, so if you are
going to throw something over the bridge,
don't forget to wipa it down frst. Unless an
object iz totally consumed, fira is also not a
sure meathod of erasing prints, ag a layer of
carbon can cover them, and keep them
. recognisable. The cldera print becomes, the
harder it is to reproduce, although, in theory,
it will last forever, as long as it has not bean

Fingerprints ara kept on the PNC

disfigured.
. in the form of encoded data, and as snch, do
not need o he visually chacked to be found
to match, A specialist will analyse the
fingerprint and torm it into a series of four digit
nombers. These numbers are then enlered
into the PNC, which will return the location
of any matching Bngerprints held by the
Fingerprint Bureau at New Scotland Yard.
These matches will be examined further in
detail 1o see if any of the candidates presented
by the PNC exactly matches those found at the
scene of crime. The PNC fingerprint index is

used roughly 300,000 imas & year. A new
systam of fingerprnt recognition has been
developed which involves hyper-camputers,
and which can visually translate a single print
into unique and complex computer data, thus
making positive [D. from a partial found print
poasible. Thie system is not yel in use, but
should be in & few years,

The police show a greal deal of interest in
everyones prints, to the extent that babjes are
now being fingerprinted at birth in some
countries, in case they should getlast’. How
touching! In the station, tha polica will always
try and take your prints. Since the introduction
of the Criminal Evidenca Act, they have more
or less complete eedom to do sa, without
having to go to a magistate anymore. In
theory, it 15 possible to smudge or blur our
fingerprinls. Ona way is to leave plenty of
soap on your hands, afar you've been made
to wash them, and another 3o try and ‘help'
the police. The idea iz that you relax your
firigers while they roll them over the sheet. If
you apply too moch pressure, or slide abont
a bit, you might smudge & couple. On the
other hand, they might just lear them up and
start again, or aven tear Fou up and start again




GLASS TRACES

Sefinitely one of the most important areas of
isransics jor people like us to know about.
Emryﬁma&mghni:mashadﬁmrshudn
of the stuff fly everywhere, For practical
purposes it 13 wisest to assuma that anyone
gven remotely near lo breaking glass is
coverad in the stuff. It sticks to things like shit
to a blanket, especially loose fibred cloth,
such as woolen hats, The only way to get rid
af it is to throw away thal you may
have been wearing. Glass also likes to gel
ambedded in the soles of shoes. The police
can identify different makes and types of
glass, and therefore can pul you at a cartain
place at & cenain time. Fine, broken glass
powder will stick to the smooth surfaces of
tools, and fibras from your clothing will stick
1o the sharp edges of broken glass, The best
way to break glass without covering yourself
in traces is from a very long distance, using
a powerful and marbles, ot for
toughened bank windows, gtes] ball bearings.
Both ball bearings and markles retain your
prints welll Or why not try glass etching fuid?
You can get it in craft shops, and with it you
can Writs & message on a window that can
nevar be removed, bar Teplacing the whele
thing. N.B. In cariain hard hit towns you have
 to sign for etching fuid, and In some instances
shopkeepers report sales to the police.

DUST TRACES

For the police to convict you on the basis of
dust races takes a great deal of work on their
part, Involving painstaking werk wlith
powaerful micrascopes, The composition of
dust In your glothes can tell them where you
may have heen (2.9, a metal loundry) and al
what time of the year [(by identifying the
gpores of seasonal plants). By just washing
your clothes thoroughly you can gel rid of
most of these taces, but as always, the safest
thing is to ditch tham. It {s nmusal, though not
unkmown for the police o nse dust races 1o
canvict Thesa traces are more useful as a last
resort for clues, when other averues have
#ailed, They are chiafly used to find out where
and for how long somathing has been;
e.g.guns, bodies, stolen gooda.

In brief, the investigation of these traces s
only likely to come up in a serious case, and
should youn start to warry about tracas this tiny,
then parencia is teking over from sensible
precaution. [[ the police threaten to usa them
against you, then it indicates that they mast
likaly have nothing better 1o go o

WOOD TRACES

Wood will yield some information 1o the
forensic investigator. [t is possible for
him/her/it to match species of wood to each
other, even from samples as small as sawdnst
or splinters, If sameone has been intreducing
your local [ascista head to a piece of 2 be 4,
{hen a match can be made to the piece from
which it was cut/sawed. When they remaove
gaid lump from your fascists head, it will ba
checked for foreign bodies, such as taxtile
fibres, paint flakes, hairs, and other
incriminating evidence, If a baseball bat were
ia be used instead, and ii is not disposed of,
then it can be linked to the 'crime’ by
comparison with the splinters it has left in the
glcull as well as traces of varnish or resin, and
the bat itsalf will carry traces of skin, hair,
blood, not to mention matching dents] There
is no point in keeping such Weapons once
they have been used.

SOIL AND PLANT TRACES

& forensic scientlst can tell ronghly where you
have been from the compesition of the dint
and goil that yon will have plcked up on your
wravels. If, let's say, you've been keeping
warm by standing next to a burning
portacabin on & Laings building site, Than
traces of sand, cement, gypsum, gravel, ime,
ste, will have collacted on your shoes and
clothes, By the same token, if you have been
watching Lord Anthony Wedgewood Benn's
stately ancaestral home bum to the ground,
then traces of earth from his garden will be
upon yeou, as will traces of plant lifa, such as
pollen from the rare gladiclae that yon may
have brushed against. Once again, it is bast
+o dispose of any clothing,

These traces are used to put you at a certain
place, and in some instances, at a certain Hme,
He with dust races, don’t let the police blufl
2 confassion ont of you by saying thal these
traces are cast iron evidence; they are
certainly not and can be disputed in court.

HAIR TRACES

We all shed hair, and we shed 1 all the time,
If we stay in one place for any length of time,
than it is certain that we will leave samples of
our hair in the vicinity. It is most likely to be
lodged inthe clothing of someone with whom
we have had closa contact (Le. the bishop you
just throtiled), Hair will tell the forensic expert



many things; where It came from on the body
(scalp;, beard, crolch, eyebrows, nose,
armpit), how lang your hair is, whether it has
baen cut recantly, whether you have shaved
.recently, if you have baen using any epecific
chemicals en it, such as dyes, oil, lotions,
sprays, pommades, DDT, ete. Thay can also
tall if you fall into the raclal categores of
Neagroid, Caucasion or Mongoloid, or even
mmixtures of the three. They can tall your sex
and bleod type,

[t is harder to tell the colour of your halr, as
individual strands differ in hue from each
other. It becomes aasier if they possess more
hairs. The good news is that conclusive proof
of identity is NOT possible, BUT they can
prove your innocence, in moch the same way
thal paremtage can only be disproved throongh
blood testa. On the other hand, If they have
a sample of your hatr and i is 8 fool Jong, dyed
green, and you've used superglue on it to
keep your mohawk upright, than I'd imagine
that they'd have a fair case for positive ID—
VWear a tight fitting hat,

SHOE TRACES

There are thousands of styles and sizes of
foatwear and each one is distinctive, even
riore 5o when it has been worm for a while and
picked up individoal marks of wear and tear.
Basically, a clear footprint is as useful to a
[orensic expert as a fingerprint. However, you
can always throw away your shoasl
On hard surfaces, such as lino or marble,
shoe prnts will be laft behind. On schl
gurfaces, such as mud, earth, dog shil, elc,
shoa impressions will be left behind. From
these marks identification can be made, and
are walertight evidence if a comparison is
made. The only sensible thing to do is to wear
old shoas and to throw them & long way away
immediately afterwards. Shoes will also carry
- tracea away with them, such as oil, petral,
glags splinters and other such giveaways.
Don't wear them in your homa.
Tracker dogs will be able 1o follov the smell
* from your shoes, bot not for more than 10 10
12 hours mfterwards, and then only in
favourable conditions. Roads that smell of
exhaust fumes, petrol and rubber will mask
your smell. The best conditions for tracker
dogs are unspoilt meadows during moist and
cool weaather. ol

BLOOD TRACES

1 can think of geveral instances where blood
may be spilt, and for this reason it makes
sansa to know as much about it as possible.
Eloed is very hard to gat rid of once it has got
on you or on your clothing, Even dry cleaning
will not remaeve it thoroughly. Should you be
rear lo someone who has been punched in
the nose or stabbed, you will be covered in
a bne spray of blood droplets.

A foransic scientist can delect, retrieve and
examine the minutest trtaces of blood, and the
amount of information to be gathered
depends on the circumstances. In the
laboratory a frash, warm pint of blood can
show the type, the sex of the donoy, any
illnesses peculiar to the donor, any drugs or
madication taken recently. In practice,
howevar, the smaller the guantity and the
vldar the sampla, the harder the task.
Importantly, a blood sample cannot be proved
lo ba pasitively yours, although &t can be
proven that it isn't.

A new developement in the examinations
has just baen made in britain and it is rather
worrying. It is called 'genetic fingerprinting'
and has been perfectad by & private company

" but has already been used onee by the police,

The use of this methed in blood sample
axamination ls supposed to be eble to
positively identify a person from a matching
blood sampla. Il seems as if it will be several
years bafore this is in general use, bul it is the
shapa of things to come.

TEXTILE TRECES

There {5 nota ot 1o say about these traces that
iz not common sense.....Jusl think of your
clothing as blotting paper that will soak up
incriminating evidence like crazyl Dust, soil,
chemicals, blood, petrol, paint, the List is
endlesa. Clothing will also leave behind
particles of their fabric, and as with gloves,
will leave impressions should you sl or lean
ort anyihing soft. Traces of fibre and debris
from your own environment will ba carried by
your clothes aand left at scens. For instance,
the fibres from your sofa, carpet, car
fornishing, elc, will be camried by your
rousers (say), and may be laft wharever you
go. To circumvent this, wear old clothes, and
discard them afterwards. Remembar, if you
wear them back home, yon will also ba
carrying back traces from wherever you may
have baeen.




TOOL TRACES

[n much the same way that a bullet will retain
gcratchas from the barrel of the gun from
which it was fired, then lools such a5 chisals,
pliers, bolt cuttars, knives, screwdrivers, etc,
will leave identifying marks al the scena of an
investigation. These marks can be matched
to the tool at a later date using comparison or
sleren mictoscopes. Most obviously, the
shear marks on a cut padlock can be linked
to the cutters that wers used on the job. If the
sama pair of bolicutters has heen going the
rounds, and you find yoursell nicked with it,
then you might nd yoursell being held
responsibla for any number of previonsly
unsolved 'crimes’. Il such touls have been
usad to break into the Ministry of Defence,
then ft is conrting disaster to hald on to them.
For less dodgy instances, the working edges
of tools can ba given a new ‘face” by Aling or
re-sharpening, but only if the teol is In good
conditon, and not badly pitted or scarred.
Tools are not anly made of metal; objects such
as robe, string, tape, etc.ars just as
ineriminatory, and lend themselves to
compearitive analysis,

GLOVE TRACES

Althoungh it iz always wisar to wear gloves to
avoid the risk of leaving any fngerprints
behind, we should be aware that gloves can
sometimes leave just as much information
Basically, gloves will almast certainly leave
traces of the fabric from which they are made
on anything they touch, especially broken
glass, fencing, masonry, and rongh wood. If
glaves are not thrown away after use, then
positive links can be made in the form of
textile analysls. Plastic gloves, mbber gloves
will keep your prints on the inside and some
vary thin surgical gloves will still allow your
printimpressions to show up on hard or shiny
surfaces. Il your discarded gloves are found,
than races of your sweat will be present(see
Body Secretion Traces), as weall as comparitive
traces such as wood splinters, paint flakes,
glass splinters, etc from the scene of crime,
Remember also that you are going to look
dead sespicious if you are found wearing
gloves in mild weather, or even if you have
them in your possession, especilly if there
iz more thasn cne of you, and you are all
wearing them.

BODY SECRETION TRACES

The human body produces various fuids and

gscretions apart from blood, These are
namely; spit, sweat, tears, earwax, urine,
faecas and snot. Samples of these may or will
ba ledt at a scene of investgation. They don't
tall the police & hell of a lot, but, as with blood
traces, they help build up an overall picture.
For the mest part, body secretion traces will
show blood type. In some instances the
information can be more exact. From your
snot and spit they will know if you smeke, or
if you have a specific ccrupation { e.g.
miner:hlack lung, docker: asbesiosis, etc)
From youwr wine, sweat and faeces, any
illnesses that you have may be apparent
(Hepatitis, anaemia, NSU, etc) and any
medication or drugs that you may have taken.
From your shit they will bae able ta tell what
you've had to eat.

For example, the analysis of urine at a scene
of crime might show blood type A, presence
of Hepatids, and presence of Methadone.
They already have a list of registered
mathadene users, therefore thay already have
a list of suspects.

N

VEHICLE TRACES

Vehicle traces refer to any parts of foremsic
evidencea that may be left by motor transport.

Firstly, the tyre tracks; these are nenally left
in soft ground, and not on hard top roads,
although they may be found In eoft tar, dog
ghit, ete, and in the cmse of a collision,
sametimes on the Dash of the victim{s). These
tracas will idently the make of tyre, and in
most instances will prove nniqne to one e,
due to the characteristic wear, The distance
betwean tyre tracks will indicate axla width
and chassis langth, thos indicating the type
of car. Some cars cacry unique tyres, for
instance imported, or small prodoction runa.

Transfer treces are thase which are left on
the scene due to collision or contact. Most
commeonly this involves paint flakes. These
are always left in the case of any contact. As
well as indicating the exact colour of the
vehicle, when studied microscopically they



will identfy the brand of car, and very oiten
the model. This la dus lo the fact that auto
paint can consist of aver 14 layers of primer,
paint, laguer, etc, which are unique to
different manofacturers. Forensic experts
carry datalled catalogues ol paint samples.
From coe paint fake it is theorsbcally
possible ta know the maks, the madel, colour,
previous colour(s), and the year of
manufacture of a given car. Due to the
_ axtansive registration of vehiclas this means
that the police have a large amount of
information to work on.

Oither types of ransfer traces chiafly cansist
of trim that may have been dislodged, such
as hubeaps, bits of windscreen, light covers,
door handles, thaose stupid rubber earlh stzips
that hang off the rear bumper, aerials, coon
tails, furry dica, eic. All thesa things lend
thamselves to comparitive analysis,

The direction and speed ofa vehicle canbea
estimated from the direction of brake tracks,
dripping oil, debrds, etc.

In conclusion, as vehicles are so closaly
monitored in this country (M.O.T., Kcense,
insurance, tax, etz), the pelice have a good
deal of evidence ta work an already, befora
any crime has baen committed, and this gives
them the sdge when It comas 1o tacking
dowmn cars. In practice, it is not a good ldea
to use your own car for anything dodgy. It ray
be spotted by the videc cameras on petrol
slation forecourts, tralffic contral videcs on
maolorways, or be chackad on the PNC by the
police withoul your knowledge. The stop
proportionately more red cars than any other
colour, Dull, fairly new fleet cars get slopped
less, neutrally coloured and respectable
looking are safest, A man and a woman get
stopped less than single drivers, and fash
sports cars succumb to the ‘envy factor’ in
coppers, especially if driven by someone who
is not an aryan tue blue male brit,

ARSON AND FIRE TRACES

The assumption that evidence i= destroyed by
_ fire is incomect. The Fire Investigation Unil
will tum up if the origins of a fire are
suspicious. They possess a large degree of
gkill and are able to determine the Dashpoint
of & fira and what caused it, (electrical fault,
cigaretta, candle, spontanecus combustian,
deliberata arson sitc). They also can tell the
Cammakle substance which was used to start
the fire (gascline, paralfin, lallow, paper, etc.).
- Chemicals used to start a fire will almost
automatically end up on the person and
clothing of the person(s) who started It

Particles of oot will also lodge in the clothing
and hair.

3 Many arsonists have baen caughl becausa
they wanted to coma back and watch. |

TP.C. BLAKELOCK WALKS
N WATER....

BALLISTIC AND FIREARM
TRACES

Ini Britain, which has such a small number ol
private firearms, the forensic investigation of
ballistics iz consldered eof paramount
importance. For this reason, extreme care
must be mken when getting involved with

them.

Firstly, the patental of tha projectile (bullat)
I it is recovered in good condition, then i will
revaal the calibre of the weapon, the type, and
chten the manufcturer. & bullet willl remain
in good condition if it entars Oash or any other
soft material. If it hits thick metal or concrate,
ate, it will be disfiqured, but will still petain
many of its identifying characteristics. Cartain
types of bullets are designed lo ragment on
contact. These ara bullets such as Dum Dum,
Mercury Tip, Hollow Point or Explosive.
VWhilst this makes the job of the forensic
investigalor harder, it doesn'l stop il. No
matter what sort of bullet has been nsed, itis
always safer lo assumme that it has leR enough
characteristic marks to make it
identifyable., As we all know from watching
Eojalk, the barrel of a gun imparts unique
marlkings 1o the surface of the bullat, which
can be matchad lo specimens when viewed
through a sterec microscope. What parhaps
we don't know is that the shell casing or
cartridge also carries unlque markings, from
the impact of the hammaer or belt,and from the
ajaction and breech machanisms. Aulomatic
hand guns, machine pistols, many rifles and
some shotquns automatically eject their shells.
A cage or trap filted around the eject port
enables these 1o be canght.

The palice of every country keep & pictorial
il of all bullets and weapons used praviously




(and countries cooperate with each atherl),
and should you be caught with a weapon of
dubions ancestry, you could find yoursell
having o axplain a lot.

When a gun is fired, particles of gas and
powder wil DEFINITELY lodge themselves
in any exposed skin and clothing. These
particles can ba found by a forensic examiner
by the mking of ether swahs. In amarika an
aerosol has been developed which can be
sprayed on thé hands and will show upasa
coloured dye immediately should it coma inte
confact with these partcles. It is uzed to
quickly aliminate suspects afer (say) an
asgsassination attempt. Gloves|

Once a gunshas been used it is conrting
disaster to kesp it. It should be thoroughly
cleaned and dismantled and distributed into
a deep lake, not forgatting that ingerprints
can ba prasarved under water, especially if
covered with a laver of gun oil,

In conclusion, firearms are an area in which
forensics are advanced end extensiva, thus
giving the police the edga. Dafinitely not an
area to get invalved in without kmowing what
you're doing.

VOICE INDENTIFICATION

It is possible from a tape Tecording of a voice
to compars it with enother vaice, and decide
whether they are one end the same. This is
bacausa each persons voice is e combination
- of frequencies which can be analysed using
a sound spectrograph. This is most likely to
ba called into usa [or anonymons phone
callings, and 1o this end it should be assumed
that all 1elephone lines are not secure, Most
newspapers have [lacilities for immediately
recording calls, and all emergency service
calls are antomatically tapad. Changing your
voice, dialect, or pitch won't make a hell of
alot of difference to your 'voice print'.

Speaking through a handkerchiel has

absolutely no effect! If you do have to use your
voice ovar the phone, try everything from
pinching your nosa, stuffing your mouth with
tissues and spealdng with & Ukrainian accent.
Perhaps the bast way to phone in a message
it to edit on tape togather the words of famous
personalites, in the same way as ransom notes
are made fom cut Up MeWSpapers.......just
imagine:-"This is Terry Wogan claiming
responsibilty on behalf of the ALF..."

FACE IDENTIFICATION

Wi have all seen Identikil pictures, and an the
whole (hey jost serve to give the roughest idea
of sameanes face. Obviously, certain (hings

are of more help than others....scars, moles,
broken noses, tattoos, elc. The latest
developament i= from Sweden, where a
computer lakes & basic Indetildt piciure and
blurs the edge over, finally producing a
computer generated image similar to a
photograph. The police also usa professional
artists 1o make sketches from a witnesses
description. It is hard lo change the features
on your face, bul certain things help, Glasses,
changes of hairstyle, haircelour, ete. Women
can use B mountzin of make up, heighten
cheakbones, etc. Men can grow or shave
facial hair. A man with very short hair and a
moustache locks radically different from the
same man cleanshaven with long hair.

RESPONSIBILITY NOTES

These are bit of an ego trip and just giva the
police more evidenca to work on. In fact, it
might be the onlyevidence the polica will
have, so why giva it to tham? However, 'voun
do have 1o sand them, there are soma things
you should be aware ol.

Your blood type and other details can be
taken from the splt used to moisten the stamp
and tha envelope flap.[Ses ‘Body Secretion
Traces).Peper does camy fingarprinis. Whan
handwriting use stylized block capitals: -

JUET LIKE THIR

Only ever write on one sheet of paper at a
time,praferably on a flat, hard surface suchas
glass or formica, which will not take the
impreesion of what you are writing. Don't use
sheets torn from a notebook, as comparisons
can be made from the tear and from the type
of notebock, Also, something imnecucus
already written in the notebook can be
already transferred to the sheet you're using,
providing more comparisons. Praferably use
envelopes and writing paper of a wvery
common brand, e.g.: bought from
Woalwarths, Only wrile on one sheet at a
time. Destroy any remaining sheels or
anvelopes. Don't keap any stamps from the
same block. Don't post anything in your area,
e swara that minute traces of hair end fbre
can easily be trappead in the glue of the Oap
and tha stamp, especially if the letter has bean
in your pocket. This is even more likely if you
have been cuuting up newspaper words and
sticking them down. When doing this, don't
keeap the glue, the scissors or the papers.
When using a pen, use a 'Bic’ ballpoint, as this
is the most common, or use a felt pen, which
is less like to leave an impression on sheets
balow. See also ‘Typewriler Traces.'



TYPEWRITERS

Every typewriter camies its own unique
idantitying marks. Firstly these come from the
kevs thamsalves, which when enlarged, show
vidual peculiariies of style and wear,
Sacondly, the pregsura that the keys have
made upon the paper. Thirdly, the allgnment
(or lack of it) of the latters, both horzontallly
and vertically upon the page. It la furthes
,pnulhhmlnvomidmofmat;pilt.ﬁ:omthe
pressure smphasis of cectaln letters. E.g "hunt
and peck’ versus touch typing. This is most
ochvious on manual typewriters.

To avoid all this troubla, it saslest to use a
machins with a seperate type elemant, such
as a daisy wheel or golfball. These can be
thrown away ahfer use. Never type on lo
douhle sheets, as the entire text will appear
as an imprassion on the bottom sheet, Carban
gheats also will retain the text, as will the
ribhon, whather carben or cotton. All things
of this nature should be destoyed. (Dont
[orget erasion ribbonsl) {

The best way to avold all this palaver s to
buy a second-hand itar Brom a flea
market. It should only costa fiver. Usa it once
and then chock it not lorgetting thal your
prints will be on avery keyl

With modem dot matr computer print cuts
you can program your own ftypefaces.
FPerhaps this is worth trying oul.

MAKING IMPRESSIONS
VISIBLE AGAIN

It is sometimes believed that It is possible to
ramove ldantifying seral numbera by Bling ot
drilling them off. The numbars stampad onto
tha frames of motor vahclaa, guns and other
metal ohjects can be mada visihla again by
various forensic processes. This is because
of the metal baneath the surfaca. The best way
1o obscure chassis numbers is to utilise this
fagtor, by filing off the numbers and then
banging hall out of the area with a hammet
.and cold chisel, before re-stamping.

Many government and business agencies,
as wall az private householders mark their
proparty with an ultra-viclet pen that is
invisible to the naked eye. Ulira violat bulbs
can be bought from specialist electrical
shops, and these will help you read any
numbers or marks.,

TRACES IN PRINTING
When printing ‘subversive’ pamphlets, boaks,

posters, ete, lhere ara varions processes
which land themself to forensic comparison.
Firstly, the typeface; this iz a= for typewriters,

by studying the individnal lstters, thelr

ey
ReedACe- AT g
THE MAxSTAC
-l

allignment, ate, it can ba told from what
machine they came om. This

manual or cold type typsetters, but is much
harder when & computer typesetter has been
used, aspecially whan using a very common
typeface. Secondly, the artwork and
nagativeas. They should be handlad
consistantly with gloves, and destoyed
immediately after use, as should be the
printing plates. The paper should be ol a very
comnon type or brand and should ba bought
in emall quantities from retall outlets, soasto
am;iﬁ invaoice mth“ p&i;rt?nq larga plpﬂ;
suppliers. Thirdly, the machine(s
they impart Individual marks on the paper
from the gripper edge as they go through.
Thess can be removad at the finishing staga
with a guillotine, Fourthly, the guillotine; tha
cutting edge of the blade will uniquely mark
the paper, but comparisons can be avoided
by thoroughly re-sharpaning the blade, unless
it is badly wom, in which case it should ba
thrown away. Fifthly, the ink; it should be a
wery commaon brand (l.e. Pantone process
black) s0 as to make comparisons usaless.
Sixthly, the distdbution; should be done very
;‘iﬁlﬂm leaving ne stockpiles in ambarassing

2B,

To avoid the labour of these above
precautions, we typeset, laid out and printed
this book abroad, and it was distributed over
one long weekend.




EYE SPY

VIDEO SURVEILLANCE:
HOW DOES IT AFFECT YOU?

We find videe cemaras these days in almost
every public place; the Underground,
shopping centres, car parks, banks, lootball
stadia, rich houses, hospitals, as “alfic
control’,etc, ete. These are all ‘poblic' video
cameras, which have some legitimate use, but
must alzo be regarded as security measnres,
For the main part, these cameras sexve to
deter potential ‘criminals’, and instl & healthy
sansa of paranola. ‘If you have nothing to hida,
you have nothing to fear’. 'This slore ja
pratected by video camerag’, 'Big Brother is
Watching You'. The purpose of camers In
such places as supermarkats and Tube
stations is mainly preventative, although they
occasionelly ara used evidentially. For
example, in 1685 a panniless Nigerian student
knifed to death an american banker in a

Mayfa.ir slreat h&cau:e 11& looked n-::h . Tha
murder was viewed and recorded by one of
the many video cameras that festoon rich
areas and embassies. He was convicted. We
must ba aware of the sreas where video
surveillance is used, for however innccous a
purpose, and relate thelr importance 1o cur
actions.

VIDEO AND THE POLICE

These days lha police ara attaching a great
deal of importance to video, and they have
created special video teams, whosse basic
purposa is to monitor demos, pickets, riots,
marches, raids, etc in order to to provide

10

concrete evidence of crimes béing
committed and tc be able to identily
individuals and the groups lo which they
belong. You will no longer ba able ta go 1o
a demo, march or mass picket without belng
recorded. In this way they build up a picture
of affiliations, end they hopa to gpol "'rouble
makers','ringleaders’ elc, Ata demo or picket
it is commeon practica for the police to pose
a8 newsteams and ‘interview’' those taldng -
part. They can be spotied by the fact that their
cameras do not cany the logos of any of the
legitimate tv companies, If in doubt, you can
alwaye ask 1o sea their press cards!

VIDEO END THE PRIVATE
SECTOR

Because of the apallingly low clear up rate that
the police have for cimes against property
(and from the opper classes point of view,
thess ara the most serious crimes), rich
individuals and companies are resorting

d pet <

heravily to pnvnta sec'urlnr l'irms,Thisapphu
particaulary t0 companias that suffer from
expensive vandalism. For example Barclays,
sequestrators, arms companias, the nuclear
production and waste industry, fur farmers,

butchars. vivisectionists, ata.
HOW TO DEAL WITH VIDEO
SURVEILLANCE

Ohvionsly tha most important thing is to be
unrecognisable. For the most part this
involves keeping your masks and balaclavas
handy, but In situations where this may look
loo suspicions, such as a march or & daylight
picket, hats and glasses can ba worn., Try to



avoid wearing conspleous clothing, as this
makes you stick oul. :

It is iz possible to burmn out the cone of videa
cameras by simply pointing the flash qun of
& camera directly into the lanse, and giving
them a burst, thus leaving them unusable. The
best place to try this ls with the cop camermns
at damos, and the cameras of TY craws (for
all practical purposes, the two are
indistinguishable). Try the sama thing an
privale sacurity cameras, just for the
" harassment value, but this will not ahways
wark, a5 many have ant glare coatings en
their lenses, or are keyad for night-tine usa,
. and in both cases will not registar high levels

of light. Many security cameras will work at
night, either with the aid of flocdlighling, or
with infra-red. You can be sesn in pitch
darkness.

CONCLUSION

Camera surveillance is entaring our lives
increasingly, and because of their numbers,
we often simply fail to notca them. They are
used and monitored by two seperate groups.
Firstly, the police and state security agencies,
and gecondly by the propertied classes, who
are unhappy wilh the level of service that they
are getting from their sscurity guaxds (the
police). Video cameras should be vandalised
at evary pogsible chance. Spraypaint onto the
lense, stickers, glass eich floid, a lomp
hamunet, etc, Big Brother is watching youl
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POLICE HELICOPTERS AND
THEIR VIDEO CAPACITY

The Metropolilan police in London have at
prasent two helicoptars stationed at Lippits
Hill, but they wil be getiing more in the
future, and thair technology will be
improving. As itis, the helicopters carry radic
receiving and transmisslon capabilities on
microwave equencies, video surmillance
aguipment, night searchlights, Joud hallers
and on board computer tarminals,

The mdio equipment allows Hhem 1o ba on
constant contact with the ground, and their
response tme isvery [ast they can fly across
London in 15 minutes. The pilots are police
officars, and not privately hired {flying pigs?).
Tha videc camera is mounted to the side of
the fusalage in a globe cover. The cameras
are remocle, and can be pointed in any
direction, and are of a guality that can can
focus, pick out and record a face in & crowd.
The picture iz monitored on board, but using
microwave transmision it can also be
monitored on the ground, from vans or a
command centre at New Scotland Yard. This
gystem is called 'Hele-Tale', and in practica
it means that an individual in a crowd can ba
isclated, followed, identified, and palice on
the ground can ba diracted to him/her by
radio, even when ha/she is only visible from
the mir. At night time, the camera is
complementad by a vary powerful directional
searchlight, although it can use existing light,
or work on infra-red fraqguenciaes, but with a
distinct loss of quality. This technclogy has
long since been used by the occnpation army
in Ulster for spotting night time movements,
espacially along the barder. In places where
thera is a large ameounl of residual heat, such
a5 in built up areas, image intensifiers lose
much of their effectivenass.

The on board computer that these
helicopters carry is a terminal, which means
that they have all tha information on the PNC
lo work with, This makes it autonomaous. In
practice thay can spot a car from the air, zcom
in on its platas, and find out the name, address
of the owner/previous owners, criminal
racard of the owner, in fact all information
available on the PNC.

Police helicopters camy a lot of heat
sensitive equipment, and thay really don'tlike
things like rockets and distress llares being
fired at them, so this |a all ] can suggest to
annoy them, short of building a microwave
radio jammer, or firing a SAM missile al them.




MISCELLANEOUS

JOURNALISTS

Journalists ofien give the impression that they
are sympathetic to certain causas but the best
advice is 1o trust & raparter about as [aras you
can throw them. More often than not, they'd
sell their grandmaother for a story. They are
nsually only interested in the "scandal’ aspect
of any story, and anything they write will only
be in lina with the ediiorial policy of the paper
they work for, and locking at nawspapers in
britain, that i=n't exactly uplifting. If a journalist
warks for tha Sun or the Mimer, they will
usually say that they are from the Guardian or
Telagmph. Joumalists spend their whole lives
compromising, They era not allovwed 1o write
what they want, as the editor and owner of the
papar have final =ay, and basically they
amount to lap dogs. They will ba only too
happy to finger you to the Special Branch or
the polica, who ragnlarly drop into
newspaper offices. All that sinff about
‘protecting their sources’ is just a load of
Hollywood hogwash, they usually come up
with what the police want to hear, and they
can be taken to court if they don't. Basically
they're lying scom, and it's bast to treal them
as such. Even ‘left wing' ones often have a
goctarian axe to grind. Eeep them at arms
length if you do hava to deal with them, and
never give tham yoor name.

COP CARS AND HOW TO
SPOT THEM

Most cop cars have orangs stripes down the
sides and revolving blue lights on top, which
sort of gives tha game away, but the aneaky
bastards do ride around in unmarked cars
from time to time, under the guaind
assumption that no one will notice them. Sadly
for tham, we can now reveal tha
distinguighing festures that make an
unmarked police car 5o uniqua, Firstly, the
typa. Ouor patriotic pigs only ride around in
british made cars. Thesa era of tha type that
you'd expect 1o sae in company ‘fleets’ and
mainly constst of Ford Sierra's, Vauxhall
Cavaliars, Ford Fiestas, etc. The quality of the
cars improves in direct proportion to rank, of
coumse, and also to the 'glamour’ of the unita
involved, Le. the Flying Squad. Almost all
‘civilian' cars, if you lock, will have a sticker
at the bottom of the rear window advertising
the supplier. Polica cars do not have this.

They also do not have sunrools, furry dice,
silly ‘my other car's a Porsche' stickers,
nodding dogs, racing todm or whiplash aerisls.
The aedals are usnally shont, black stubby
ones, although this does vary. The cars come
mainly in ‘neomal’ colours; dun brown,
chocolate brown, olive green,atc, More wivid -
colours like red, white and blua do occur, bat
with lesa frequency., The best way 1o
familiarise yourself with these cars is jnst 1o |
nip down to the local station and heva a look
in the car park, Afrer & while you begin 1o
‘sensa’ them, end spot them a mile off, without
avan thinking about it.

Other abvions giveaways ara the prasance
of two white thug types in the front, dressed
in ‘casual’ styla, and, i there are any morea in
the back, for some unknown reason one of
them will have hls arms stretched ont slohg
tha seat back. Something 1o do with rank
perhaps, I den't know....

The real giveaway, however, s the number
platas. A cars registration will tell you where
it was reqgistared. The letters that indicate this
are the last two in the group of three. In
London, pollce cars are registerad in West
Central London and are given the codes UL,
UV, UW and Ull, So the reglatrations POV
3T8R, RUWW 779V, CBO] TUT can all be police
platas. For other parts of the country the
location codes are given In tha back of the A&
Membars handbook, or in the back of tha
Investigative Reporters Handbook, by Stuart
Christia,
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HOW TO SPOT
PLAINSCLOTHES COP

Cops in plainsclothes are not always easy to
spot, but ence you've seen a lew it becomes
pasier. Thank heavens they havn't reached the
"Hill Streel Elues® state of affairs where the
undarcover police look nothing like cops.
Onee agaln, it's worth going down to the
nearest polica station and take a look at them
. from a distance. Cops tend to follow fashion,
so they like wearing stuff like Fred Perry,
Gallind, 1a Coste tops elc. YWhatever happena
to be in this year, and is comfortable, and you
« can buy at Burtons or Man ai C&A. They seem
1o have a great fondness for stylish leather
tops and borber jackats, although if they are
playing undsrcover thera always seems to ba
one wearing an oclive green army surplus
jackat, They wear jeans and slacks and always
comlortable shoas, with soft (noisaless) solas,
very ohen Nike or Adidas trainers, for pursuit.
Regulation hairculs, maybes a touch long,
england Cup Sguad stylee. Perhaps a
medallion, definitely a wristwalch, something
flash but sober (i.e. not a Swatch). No samings.
99.9% of the time thay are white. Aged
roughly 18 to late thirties, they tend to lock
like soul boys or casuals. Alter a whila they
becoma pretty ohvious,

A

Sinee the Public Order Act came into effect
at the beginning of 1987, all public
demonstralions have come under stricter
conirol. You can now gel from 10 years 1o life
just for standing in the wrong place al the
wrong time. At every political meeling or
dems there is a spacial branch officer or his
C.1.D. aquivalent taking notes and making &
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report, picking out 'tingleaders’ sic.
Information gathering is all imporiant.
Fhotographars and video crews will attempt
to take pictures of everybeody, in the hope af
convicting them or identifying them later.
After a riot, thers will ba the usual shower of
‘community leaders’ and ‘community
policemen’ sifting through all the available
photo's and news film footage. TV companies
and papers willingly supply all photo's and
footage 1o the police, and il they don't, they
are made to give them up through the courts.
During the 1985 Brixion ricts anyone found
with & camera had it giclen or destoyed.
Journalists, when discoversd, were beaten up
and had their notes destroyed. Video crews
were stoned, and kept well back. As a resull
of this it was impossible 1o find & deceni
picture of the riols, and all the TV gol was
some day after pics of smouldering ruins and
some smoke nthe distance. This ls definitely
tha best way. Although camerss can be nseful
for recording amests, they also help to
ponvict. There is no resason to go to a dot,
picket or demo with a camera. Most
photogaphers seem just to be locking fer
cheap action shots, and assume that a camera
round their neck makes them a non-
combatant. Perhaps everyona could just lsave
their camezas at homs......a1 Jeast then we'd

know who wera the cops

Scarves, hats, sunglasses etc are all useful
to hide the face, and the garmans and dutch
proleslers seem to make a speciality of
waaring motorbike helmets, which serve both
as protection and disquise. Good idea




RAIDS

When the police or the special hranch raid,
it iz very often on a ‘Ashing mp'. they will

i ingly sift through your letters, address
boolks, mailing lists, phona books, photo
albums, etc and copy and cross relerance
them. They will oy to establish ‘friendship
natworks'.....who lmows who, it is bast to have
any materfal of this sort hidden somawhere
gafe and imaginative, and it is aslo good 1o get
into tha habit of keeping things like home-
grown, catapults, dodgy LD.'s etc, stashed.
Basically, probably every home in ther
country has something illegal in it, whether an
overdue library book, a fiddled meterora 2
inch grass plant. It would be silly to get nicked
for something this small, a8 il gives them some
levaraga against you, If you are raided, try to
keep your ayas on the police at all times, and
thoroughly search any rooms that they've
been laf in on their awn, for bugs perhaps,
but more likaly for drugs planted sa that they
can come back laler and nick you. Tell any
Erdends that are in your address/phone book
in casa they gel a visil as wall, Stay calm and
collectad whila the police ara thera, and don't
let them intimidate you, Tell them you're sure
they're in the wrong house, ba up in arms
about the iInvasion of privacy......after all, every
englishmans home is is castlel

TELEPHONES

Telaphones are paison. from tha vary outsat
it iz wisast fo assume that everything said on
a telephons is tofally poblic, and that
avarything on it can be heard. The american
Bell Telephone system iz the worlds most
advanced, and it is slowly being Introduced
ta Britain. It involves a 1nit Pricing System,
which records details of every lelephone call;
date, ime, dtmtion, recipient, town, country,
cost, ete, Talaphone systems can be made to
automatcally monitor all conversations and
record shoold kay words crop op in
conversation. (Soch as ‘homb’, 'IRA’,
‘assassination’, etc.) This is already used
extensivaly in Ulster.

It is already possible to tap any phone in
Britain from one command centre. If your
phone Is tapped, it is unlikely that you will
notice anything out of the ordinary, although
it has bean Jmown for people to pick up the
receiver and hear their previous convarsation
played back to tham| Mare likely you'll have
a clearer line than usual, as this is in the
buggers interest. Phones are tappad at the
exchange or from a command cenfre, 50 you
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are highly unlikely to nd a litde tansmitler
in the set itsalf. If this happens, it's mora likaly
that you are a victim of industrial espionaga,

COne of the only ways to check if you are
being bugged is to armange a fala action over
tha phone, ahd see how many coppers fum
upl Another way to have fun is to ring up a
Eriend, and at a prearranged signal you both
start lowering your voices Io & whisper. Il a
bugger is listaning In, hopefully theyll tum
up their headphones to hear better. Your
friend gets off tha lina and you blow a referees
whistle aa hard as you can down the phone.
Thiz should shatter the buggers eardmms,
ondy It might not maks you too popular! This
la not usually geing to weork, as most calls are
taped autematically, still, it's worth it for the
nuisance value,

The clreuit of your phene can be leff open,
and whilst it will still wark perfectly, the
maunthplece tams into a microphone, and can
be used to record whataever is said in the
roon. For this reason it is besl to keep your
phone in a drawer, or next to a playing radio.

Talephones ara also used to establish
circles of contact belwean pecpla, who
knows who, atc.

Once again, telaphones can never be
gecure, If possible, stay away from them, but
if you da have to use them, taka care.

ARE YOU BEING
FOLLOWED?

When the police follow you on foot, they
operats in taama of thrase or aver, all in radio
contact, and coordinated from a station or car.
They can be very hard to spot, because if one
of them thinks that you have sesn him/her
they will drop behind and let another take
over. Always when baing followed, tha way
to fush a tadl is to do something flogresl, such
as jump on a bus and then jump off
immediately. Who [ollowa yon? Go up an up
escalator, than come down again, Take a lift
up and down. Cross a road twice. Use a
subway twice. Take a route on the ube that
iz more complicated than necessary. Change

(Y

lines too often. There is no reason for anyone -

elsa 1o do theee things unless they are
Tollowing you You could have a fend fallow
yon at a distanea over a prearranged route,
to gea if they can see anyone else [ollowing.
Geddit? Ta lose a tail, head for very crowded
places, such as tha undargronnd, shopping
cantres, high streets, department stores,alc
and, try and slip in and ont of crovwds and exits.

In a car the same things applies. Car lails
are often done in a 'box’, wherehy thrae or
four cars will follaw ahead, behind and



parallel to you, so that although you may not
sea lhem, they will always ba where you wam
1o go. Going round a roundaboul mora than
onicae or taking four consecutive left or right
turns is the classic melhod of talling if you are
being tailed. Whether on foct or in a car the
ideal situation is 1o get to somewhere isclated
so that anyone tailing yon will stick out like
a sore thumb. Long, empty roads, or areas of
patklands [or instance.

BLEND IN AND GET AWAY

It's a good idea ta listen 1o police radio
transmissions and gel nsed to the way they
operate. Most importantly, how they look for
someong, and how they phmase descriptions.
I you're minning away and they're after you,
your description will be put ovar the radio fo
cars and foat patrols. Firstly, you will be an
"G number, which denotes your racial
category (see 'Radio Speak’). Then your
approximate height, age, hair colour and
clothas will be given, and anything you may
be canying. Obviously, the police are alert to
anyone running or earing in & hurry or
nervous. [ possible, and try and malke
vour wiy towards other people, Tou're salest
in a crowd. Try to appear as if you are going
about legitimate businass. A suit, tie or smart
clothas/haircul et works wonders. fAfter
daylight you can pin the collar of a dark suit

up arcund your neck and you will covered by

the night, If anyone comes along, simply lel
your collar down lo reveal a white shirt and
tie. ii's amazing what a suit will let you get
away with. You can carry a brdefcase or a
clipboard. You have'to appear to belong in
the area where yon are. & punk in a business
| centra and a suit in the slums are cbhvicusly
| conspicous. Working clothes e.g. donkey
| jacket, overalls, elc give you an air of
legitimacy. A white coat conld make yonalab
techniclan/butcher/baker ete, These clothes
or overalls can be taken off and discarded 1o
immedialely change your appearance. It is
important 1o be able 1o change your cutward
loolein a shart time or 1o be indistinquishable
from the peaple around you. To help change
how about a reversable jacket? A hat pulled
out of a pockel. What you've been wearing
under your overalls. The intention is to lock
inconspicous (i.e. drab). Dark tronsers or blue
jeans are the most common. A dark, neutral
1op; brown, black, navy, grey. Bright colours
make you stand ont. & radio description of
you will mention these, Not many people
were red trousers or luminous socks, for
example. Try and see what makes people
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etick oul in a crowd, and see if you can copy
the paople who blend in.

¥When trying to get away bbom a situation, it
is always imperativa to know the aren
beforehand. Where are the nearesl tube
entrances, shopping centres, places you can
gat los=t in the sea of people. Which roads can
you go down. Any dead ends? How will you
gatl away. & molorbike can get through taffic
like a knife through
butter.
& bicyele can go places whare evan a police
car can't go, over rallway bridges, down a
tube station, subways, over parks, ele, ete,
and they're very quietl Pick what is best lor
the situation.

WHAT TO DO WHEN
ARRESTED

Everyone has their pet thecry about this. Some
think it's best 1o make a fuss and demand your
tights, ete, elc, whilst others think you should
keep your mauth shut the whele time. Ob-
viously a lot depends on the coppers and the
charge, but 1 think the bast thing is to be as
quiet as possible, and try and just blend into
the wallpaper. [t's easy to give advice, but it
can be very frightening in A station, and
averyone reacts differently. If you're middle
claes, respaclably dressed, and daddy's a
lawyer, of some such, you can kick up all the
fuss you likze and you will probably be treated
differanily by the palica. They know who they
have to keap on the right side of However, il
you're scrully, inarticulate, poor, or conform
to any of thelr many predjudices (i.e.black,
gay, squatter, punk, lafty, hippy, etc), you will
get short shrift. You will be what the police
gall a ‘slag’, that is, somecna thay consider
beneath thamselves. Most crimes are solved
by 'canfessions’, so the golden rule is never
make a statement, and especially never sign
& statement. Without & signature it can be
disputed in court, with a signature you're
fucked. If you do sign a statement, remember
to sign and number every page, and right up
to where the wriling ends, so that nothing can
be added or slipped in. Il more than one of
you has been arrested, then you will he
played off against the other......"Fred's con-
fessed to everything”. To aveid this sort of
rubbish, you all have to agree to say absolute-
ly nothing. Cops are experienced inter-
rogators and they can spot innacuracies and
conflicting statements a mile off, 8o thera
reallym is no point in concocting alaborate
alibis and excuses, as eventually you are




bound io slip up, and onhce they know that
you've lied once, they'll never give up, [ par-
sonally think the best way to behave is to play
the role they expect of you. Be slightly in awa
ol them, willing, polite, and slightly stupid. I
think that kdcking up a fuss and demanding
your rights will only gat you in shit....no one
likas a smartarse. If you do want o know your
rights, howevar, you can cantact the N.C.C.L.
who will provide you with all the information.
Tt is useful to know thal sort of stuff. [ have had
some succes by pretending to he slightly
mentally below average (pratendingl), Jest lat
your mouth hang open and appear to be very
dense, one can short of a six-pack. The cops
just assurna you're thick and don't push you
ag hard az they might, as they den'l expect to
get much sanse out of you anyway, Also, they
don't like soiling their hands on
loonies..,..they And it demeaning, perhaps.
Who knows? Give il a ry sometime.

YWhal can ] say. Obviously the best thing is
1o say absolutely nothing in custody, although
if you don't give a