
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Click the “Phone Numbers” menu and click your telephone number.
Under “Voice & Fax”, then “A Call Comes In”, choose “TwiML Bin”.
Select “incomingvoice” in the drop-down menu and click “Save”.
Click the “All Products and Services” icon in the upper left menu.
Click “TwiML Bins” and click the plus sign to create a new bin.
Provide a “Friendly” name of “outgoingvoice”.

e Place the following text in the TwiML box:

<?xml version=“1.0" encoding="“UTEF-8"?>

<Response>

<Dial answerOnBridge=“true” callerld=“{{#e164}}

{{From}}{{/e164}}”>{{#e164}} {{To}} {{/e164} }</Dial>
</Response>

Click “Create” and “Save”.

Copy the generated “URL” into your clipboard.

Click the “All Products and Services” icon in the upper left menu.

Click “Programmable Voice” and click “SIP Domains”.

Select your domain,

Paste the copied URL into the “Voice Configuration” “Request URL” field.
Click “Save”.

e 6 ¢ o o ¢ o

Please note that I have supplied all of this Twilio code at https://pastebin.com/F7S6ZgTH
in otder to allow easy copy and paste. We ate now teady to attempt another test call. You still
cannot call any real number, but you should be able to place a call to any “Verified” number.
If you provided a Google Voice number duting account creation, that number is automatically
verified. If you did not, complete the following to add a verified number for testing,

Click the “All Products and Services” icon in the upper left menu.

Click the “Phone Numbers” option and click “Verified Caller IDs”.

Add 2 new number which can be accessed.

Confirm whethet you prefer a call ot text and verify the call of text to add the number.

Return to yout Linphone application and attempt a call to the number which you have verified
with Twilio. For me, it was my Google Voice number. After a brief message about your trial
account, the call should go through. If you can complete a test call to your own number, your
configuration is complete. You are now restricted to only calling verified numbers. If you
would like to remove this restriction and be able to make and receive calls to and from any
numbet, you must “Upgrade” the account. The following steps should be conducted within
the Twilio website portal.
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Return to the Dashboard in the upper left menu.

Click the button for “Account Credentials” and “Add a Credit Card”.
Provide any Privacy.com, credit, debit, or registered prepaid card.
Apply $20 to the account.

You should now have an unrestricted Twilio account which should be fully functional for
voice calls. Please do not upgrade the account until you know your test calls are going through.
You should also have a fully functional VOIP application which can facilitate calls. Linphone
can be used to place a call at any time from any device. Replicate your Linphone settings on
as many mobile and desktop environments as you desire. Furthetmote, you can add as many
numbers as you wish, which is explained later.

Incoming calls will “ring” your mobile device or desktop as long as the Linphone application
is open and your status is “green”. Before you create dozens of new numbers, let’s discuss the
costs. Bach Twilio number withdraws $1.00 every month from your balance. If you followed
these steps, you are funded for almost three years of usage of the initial phone number.
Incoming and outgoing calls cost $0.004 per minute. During all of my testing for this tutotial
so far, I spent §1.21. There ate several huge benefits with this strategy, as outlined below.

® You can now make and receive telephone calls through practically any device.
Windows, Mac, Linux, Android, and iOS are all supported through Linphone apps.

® You have more control over your numbet(s). You are not at the mercy of Google,
and their data collection, in order to process calls.

¢ You can add as many numbers as desited as long as you have the funds to support
them. I have five numbers through Twilio and I can access all of them through every
device I own. My annual cost for this, including my usage, is about $70. Twilio does
not know my real name and only possesses a ProtonMail address and Google Voice
number in association to my account.

®  You can port a number into Twilio. If you plan to cancel a cell phone or VOIP
number, you can port it into Twilio and still have access through Linphone.

e This process works well with custom Android ROMs, such as LineageOS, as
explained later in this chapter.

e You can call international numbers (at increased costs). Most VOIP providers such
as Google, Twilio, and others restrict calling to nearby countries. You can enable any
country in Twilio by navigating to Progtammable Voice > Calls > Geo Permissions.

Please think of this VOIP strategy as being similar to landline service. Linphone has no
embedded voicemail or SMS text message capabilities and is only for voice calls. If you desire
the ability to receive SMS text messages associated with this new Twilio number, conduct the
following steps, ot consider a forwarding strategy explained in 2 moment.
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Click the “All Products and Services” icon in the upper left menu.

e Click the “TwiML Bins” option and click the red plus to add a new bin.

e Provide a name of “incomingsms”,

e Insert “<Response></Response>" within the TwiML ficld and click “Save”.
e Click the “All Products and Services” icon in the upper left menu.

@

Click “Phone Numbers” and select your number.
e Under “Messaging”, and “A Message Comes In”, choose “TwiML Bin”.
e Choose “incomingsms” in the field to the right and click “Save”.

Any incoming text messages to this number can now be tead in the “Programmable SMS”
menu option in your Twilio account. If you would like to send a text message from your
number, you can choose the “Learn & Build” option within the “Programmable SMS” menu.
SMS text messages cannot be pushed to, or sent from, your Linphone application using this
VOIP strategy. While it is possible to implement this feature, it requires hosting your own web
server and exceeds the scope of this book. If you want to forward any incoming SMS text
messages to another number, such as Google Voice or MySudo, replace “<Response>
</Response>” from this tutotial with the text below. Replace 2125551212 with any number
which you want to teceive the text messages intended for your new Twilio number.

<Response>
<Message t0=“+12125551212">{{From} }: {{Body}} </Message>
</Response>

Next, consider voicemail. Some may prefer to have no option to leave a voice message. The
instructions up to this point will either ring your Linphone application for 30 seconds and
then hang up, or simply terminate the call right away if Linphone is not open and connected.
I prefer this for some numbers, as I do not want the caller to be able to record a message.
However, we can enable voicemail, tell Twilio to record the message, save it to their servers,
and email us a link of the recording. Conduct the following within the Twilio Dashboard.

¢  Click the “All Products and Services” icon in the upper left menu,
e Click “TwiML Bins” and select “incomingvoice”.
® Replace the current text with the following:
<?xml version=1.0" encoding="“UTF-877>
<Response>
<Dial answerOnBridge="true” timeout=30"
action=*“http:// twimlets.com/voicemailPEmail=your@emaithere.com”>
<Sip>{{To}}@voipcallet.sip.us1.twilio.com</Sip>
</Dial>
</Response>
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e Replace “your@emailhere.com” with your desired email address.
¢ Replace “voipcaller” with your own SIP Domain name.
e Click “Save” and test the service.

If your Linphone application is open and connected, an incoming call should ring for 30
seconds. If you do not pick up the call in that time, the voicemail system presents a generic
greeting and allows the caller to record a message. If Linphone is closed or not connected to
Twilio, the greeting is presented right away. If a caller leaves a voicemail, you will receive an
email at the address provided which includes a link to hear the recorded mp3 file. This
recording can also be accessed by navigating to “Programmable Voice” > “Recordings” in
your Twilio Dashboard. Similar to Google Voice, you can delete the recorded file from this
menu. This file is not secure or private. It is very similar to the way a traditional cellular
provider or Google Voice would store voicemails available to your device.

If you would like Twilio to transcribe incoming voicemail messages and include the text
spoken within your notification email, add “transcribe="“true””’ within the “incomingvoice”
TwiML bin file. Mine appeared similar to the text below.

<?xml version=“1.0" encoding="“UTF-8"7>

<Response>

<Dial answerOnBridge="“true” timeout="“30" transcribe="“true”
action="http://twimlets.com/voicemail?’Email=your@emailhere.com”>
<Sip>

{{To}}@voipcallet.sip.usl.twilio.com

</Sip>

</Dial>

</Response>

As a remindet, all of the Twilio code presented during this section can be copied and pasted
online from https://pastebin.com/F7S6ZgTH. If everything is wotking well, you might
consider adding more numbers to your strategy in order to have a selection for voice and text.
Much like MySudo provides up to nine numbers within the app, we can add unlimited
numbers which can be accessed through Linphone. Keep in mind that additional numbers
will extract funds faster. I only recommend additional numbers if you understand the reasons
you need them. I present the abbreviated steps here. Refer to the previous tutorials for further
explanation.

e Click the “All Products and Services” icon in the upper left menu.
¢ Click “Phone Numbers” and click the red plus to buy a new number.
o Select a new number within your desired area code and purchase the number.
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Click the “All Products and Sesrvices” icon in the upper left menu.
Choose the “Programmable Voice” menu option.
Click the “SIP Domains” option.
Click the red plus to create a new SIP domain.
Enter a unique wotd as the “Friendly” name (I chose “voipcaller2”).
Enter a unique wotd as the “SIP URI” (I chose “voipcaller2”).
Under “Voice Authentication”, click the red plus next to “Credential List”.
Enter a “Friendly” name of your new full telephone number, such as +12025551212,
Enter a “Username” of your new full telephone number, such as +12025551212.
Enter a secure password and click “Create”.
Under SIP Registration, click the “Disabled” button to enable it.
In the “Credentials List”, choose your previously made credential and click “Save”.
Launch Linphone and click the “Account Assistant”.
Click the “Use a SIP Account” option and enter the following data:
Username: Your full telephone number, such as +12025551212.
Display name: Your full telephone number, such as +12025551212.
SIP Domain: Your full domain created previously including “us1” after “sip”.
Example: voipcaller2.sip.us1.twilio.com
Password: The password you created for the credential account previously.
Transport: TCP
Confirm that your new Twilio account is selected within the Linphone application.
In the search field at the top, input any known telephone number.
Click the “phone” button to initiate a test call.
Click the “All Products and Setvices” icon in the upper left Twilio menu.
Click “T'wiML Bins” and select “Create a New TwiML Bin”,
Provide a “Friendly” name of “incomingvoice2”.
Place the following text in the TwiML box:
<Response>
<Dial answerOnBridge="“true” timeout=“30"
action="http://twimlets.com/voicemail?’Email=your@emailhere.com”>
<Sip>
{{To}}@voipcaller2.sip.usl.twilio.com
</Sip>
</Dial>
</Response>
Replace “voipcaller2” with your own SIP Domain name.
Replace “your@emailhere.com” with your email address for voicemail.
Click “Create”.
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e Click “Save”,
Click the “All Products and Services” icon in the upper left menu.
Click the “Phone Numbers” menu and click your new telephone number.
Under “Voice & Fax”, then “A Call Comes In”, choose “TwiML” Bin”,
Select “incomingvoice2” in the drop-down menu,
Click “Save”.
Click the “All Products and Setvices” icon in the uppet left menu,
Click “TwiML Bins and click the plus sign to cteate a new bin.
Provide a “Friendly” name of “outgoingvoice2”.
Place the following text in the TwiML box:
<?xml version="1.0" encoding=“UTF-8"?>
<Response>
<Dial answerOnBridge=*“true” calletId="“{ {#e164}}

{{From}}{{/e164}}”>{{#e164}} {{To}} {{/e164}}</Dial>
</Response>

e (Click “Create” and “Save”.
e Copy the generated “URL” into your clipboatd.
e  Click the “All Products and Services” icon in the upper left menu.

e Click “Programmable Voice” and click “SIP Domains”.

e Select your new domain.

e Paste the copied URL into the “Voice Configuration” “Request URL” field.
e  Click “Save”.

e Click the “All Products and Services” icon in the upper left menu.

e Click the “T'wiML Bins” option.

e Click the red plus to add a new bin.

e Provide a name of “incomingsms2”.

o Insett “<Response></Response>" within the TwiML field.

e Click “Save”.

e  Click the “All Products and Services” icon in the uppet left menu.

e Click “Phone Numbers” and select your new numbet.

e Under “Messaging”, and “A Message Comes In”, choose “T'wiML Bin”.
e Choose “incomingsms2” in the field to the right.

e Click “Save”.

e Click “Save” again and test the setvice.

If desired, disable the “Request Inspector” logging feature within Twilio at “Programmable
Voice” > “Settings” > “Request Inspector” > “Disabled” > “Save”. This does not stop Twilio
from stoting VOIP call metadata, but it does eliminate a small layer of intetnal logging.
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You can now choose between two different numbers within your Linphone application.
Whichever is chosen allows outgoing calls to be completed from that numbet. Incoming calls
to both numbers will ring the app and allow connection regardless of the chosen account.
Incoming text messages will be stored at the Twilio Dashboard and voicemail will be
transcribed and sent to your email addtess. You could replicate this process for an unlimited
supply of numbers, as long as you have the funding to support them.

While configuring Twilio within the Linphone application during testing of this strategy, I
encountered several devices which presented authentication etrots during usage. These usually
claim that the Twilio credentials supplied to Linphone have failed and the user is prompted
to entet the correct password. Supplying the appropriate password fails, This appears to be an
issue with Linphone. I have found that removing the SIP settings from Linphone under the
settings menu, and adding the identical settings back to the application fixes this issue. I have
no idea why this happens.

It is important to note that VOIP telephone calls and messages are not encrypted and we
should expect no privacy. However, I have some isolation from my true identity. I use these
numbers mostly for outgoing calls, similar to my previous instruction on MySudo, such as
calls to businesses. This strategy is an affordable option which allows telephone calls without
relying on your cellular carrier-provided number. It can also be used to isolate outgoing “junk”
calls which ate likely to abuse your number.

Hosting your own VOIP solution through Twilio eliminates the “middle-man”. T trust
MySudo and theit business model, and appreciate the turn-key solution they offer without
needing any VOIP programming knowledge. It is essential for my clients who want an easy
option with full voice, text, and email support. However, they currently do not suppott calls
from within desktop apps, which is important for my daily operations. This new strategy
provides the missing services I desired for my own usage.

There are many “burner” style services which give you free calls from a browser, but can pose
great privacy risk. These include FireRTC, PopTox, and Globfone. Similar premium apps such
as Burner and Hushed can also pose similar dangers, Any time you allow a third-party setvice
to facilitate your calls, you are also allowing them to intercept and see your data. All of these
services rely on a VOIP providet such as Twilio, so I believe we should consider creating our
own solutions and eliminate any additional companies which are unnecessary. Duting testing,
I attempted to replicate these services with Bandwidth LLC and Voip.ms. I do not recommend
either of these companies. Bandwidth refused my numerous requests for setvice and Voip.ms
demanded unredacted copies of my drivet’s license before an account would be confirmed.
While Twilio had their own roadblocks during account creation, they were the only VOIP
service which actually provided me service. Anticipate fraud-related hurdles, but know that
you can break through the temporaty annoyances.
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Alternative Android Operating Systems

Previously, I stated that I carry an iPhone for daily use, and that practically all of my clients
rely solely on iPhones for mobile communication. I stand by that comment, but also want to
acknowledge that Android can be made more private with some effort. When done propetly,
many Android phones can be configured so they never “call home” to Google. Fot some, this
can be a better ptivacy strategy than a stock Android or iPhone device because you have more
control over your privacy. However, this comes at a cost. The instructions for replacing the
stock Android operating system can be daunting. You will need to feel comfortable with
modifying your device in a way which could be irreversible. If mistakes are made, you could
“brick” the device, which could make it unusable in any way. However, if you possess an old
Android device which is no longer used, those tisks become minimal.

In the rare scenatios where a client wants to stay with Android, I always recommend
LineageOS. It is a free and open-source operating system for smartphones and tablet
computers based on the Android mobile platform. It is the successor to CyanogenMod, from
which it was created when Cyanogen announced it was discontinuing development and shut
down their infrastructure. The main benefit of LineageOS is that it is “Google-free”. That
statement is a little misleading since it relies on the Android operating system, but a default
installation includes no Google applications which attempt to connect to Google setvers. This

will present some challenges, but also give us a vety ptivate device without the need to disable
invasive features.

Some tech-savvy readers will scoff at using LineageOS if they believe options such as
GrapheneOS are better because they have secure boot features which help eliminate physical
intrusions into the device’s firmware. While this is true, the number of devices supported are
much fewer than LineageOS. If you possess a modern device which is supported by
GrapheneOS, you may choose to tesearch that option and replicate some of these steps
toward your own custom installation. Since LineageOS is mote stable, and supported by many
mote devices, I will focus this section on that environment,

The demonstrations within the following pages were conducted on a Google Pixel phone
which I retired in 2017. It is an older device (2016), but still works quite well with LineageOS.
Navigate to https://download lineageos.otg and look through the brand menu on the left.
Choose the brand of your own Android device and click it to see the various models which
are supported. It is vital to choose the exact hardware version. If your device is not listed, then
you should not proceed. Regardless, there is always a chance of damaging your device through
this process. Proceed at your own risk. I have never ruined a device during the past decade of
re-flashing phones, but the possibility exists. Some of the aging devices supported can be
found at your local cell phone store for less than $50. At the time of this writing, an original
Google Pixel was $65 on Swappa.com.
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Phase One: Reset Your Device and Enable USB Debugging

The first optional step is to completely wipe out your device and reset the operating system
to the version which was present during purchase. This removes any software, customizations,
and updates, It provides a clean environment and allows us to “start over”. However, this may
also require you to enter the previously connected Google account in otder to verify
authorized access. Many purists believe resetting the device is a necessary step in order to
ensure you have eliminated any previous contamination. Since we will be wiping the device
completely when we install LineageOS, I typically skip this first step. However, you
may find it justified. Every device will have different requirements to complete a “hard reset”,
but the cotresponding LineageOS device page should assist. For my Pixel, I performed the
following. Details for your device may vary.

Open the Settings app and tap “System” > “Advanced” > “Reset options”.
Tap “Erase all data (factory reset)” > “Reset phone”.

Tap “Erase everything”.

Reboot the device and proceed to the home screen.

® e o o

If prompted, attempt to bypass any configuration options. You should not need to connect
Wi-Fi at this point and a Google account should be unnecessary. Some screens may require
input such as selection of language. If prompted to participate in location gathering, usage
analytics, or any other Google “features”, decline everything. None of this matters much, since
we will be wiping everything out and starting over, but it is good practice.

Next, we need to enable USB debugging. Every version of Android has unique instructions
for this, all of which can easily be found online. With my device, I conducted the following,

e Open the Settings app and tap “About phone” then tap “Build number” 7 times.
® Tap the back icon to return to the Settings app.
Tap “System” > “Advanced” > “Developer options” ot simply “Developer options”.
e Enable the “Developer options” switch.
¢ Enable “USB debugging”.
e If prompted with “Allow USB debugging?”, tap OK to confirm.

Your device should now allow you to connect it to a computer and send commands from a
desktop operating system directly to it. This is vital for the remaining phases. Next, we must
configure our computer in order to facilitate this connection. There is simply no reliable way
to install LineageOS using only a mobile device. We must configure a desktop operating
system for use with an application called ADB.
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Phase Two: Install and Configure ADB

The Android Debug Bridge (ADB) is a development tool that facilitates communication
between an Android device and a personal computer via USB cable. This requites you to
install Terminal (or Command Prompt) software to a computer and configute the operating
system to see the application. There is no easy way to do this which will function reliably.
Instead, we must download the softwate and modify existing files within the operating system
throughout several steps. The procedure for this vaties by operating system. Since most
readers possess Windows 10, and anyone else can create a Windows virtual machine using the
previous tutotials, I will only present Windows instructions here. Details for Windows, Linux,
and Mac ate available online at https://wikilineageos.otg/adb_fastboot_guide.html.

e From within a Windows 10 computet or VM, navigate your browser to the address
of https://dl.google.com/android/repository/ platform-tools-latest-windows.zip and
download the file to youtr Windows Desktop.

e Double-click this file and drag-and-drop the “platform tools” folder to your Desktop.
® Rename this new folder to “adb”.

e  Open the Start menu, and type “advanced system settings”.

e Sclect “View advanced system settings”.

Click on the “Advanced” tab.

Open the “Environment Variables” window.

Select the Path variable under “System Variables” and click the “Edit” button.

Click the “Edit Text” button.

Append “%USERPROFILE%\Desktop\adb” to the end of the existing definition.
Click OXK thtee times, once for each window.

Navigate to https://adb.clockworkmod.com/ and click “Download”.

Double-click the downloaded file and allow the program to be installed.

Connect your device to your computer or VM via USB cable.

If using a virtual machine, choose to connect the device to the virtual machine.

If prompted on the device, select “always” allow the connection.

Reboot the computer or VM.,

Open a Command Prompt, type “cd Desktop\adb”, and press enter/return.

Type “adb devices” and press entet/retutn,

®e ® o ¢ o © o ¢ o & o o

Hopefully, you see a result similar to “List of devices attached: 138uuhg device”. If so, you are
ready to proceed. If you receive any etrors, unplug the device and plug back in, repeating
authorization. Many things can go wrong here, and I can never anticipate every issue.
Fortunately, there are thousands of suppott sites a Google seatch away. Your device must be
recognized before you can proceed.
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Phase Three: Unlock the Bootloader

The storage on an Android smartphone is similar to a hard drive made up of several pattitions.
One of those partitions holds the Android system files, another holds all the app data you
accumulate, and others are hidden for stable functionality. The bootoader is a secutity
checkpoint and manager for all of those pattitions. Every computer has one, and it tells the
hardware where to look and how to get running when you boot the device. On Android
devices, the bootloader checks a few things to make sure the software you are ttying to use is
genuine. Custom operating systems would not pass verification checks upon boot. This is why
we need to unlock the bootloader. Evety device possesses unique steps to do this. Some
devices require you to obtain an unlock code from the manufacturet. The following applied
to the Pixel.

e Open the Settings app, enter “Developer options”, and enable “OEM unlock”.

e Connect the device to your computer via USB cable.

* Ensure it is detected by Windows.

® If connecting to a virtual machine, you may need to choose the appropriate VM.

¢  Open Command Prompt and enter the command “cd Desktop\adb”.

e Enter the command “adb devices” and ensure the device is tecognized.

e Enter the command “adb reboot bootloader” and the device should reboot.
Verify the device is still recognized by typing “fastboot devices”.

¢ Enter the command “fastboot flashing unlock”.

The device should reboot on its own. If it does not, force a manual reboot by holding the
power button to shut down and press it again to restart. Since the device resets completely,
you will need to re-enable USB debugging to continue. The following instructions ate
replicated for your convenience.

Open the Settings app and tap “About phone” then tap “Build number” 7 times.
Tap the back icon to return to the Settings app.

Tap “System” > “Advanced” > “Developer options”.

Enable the “Developer options” switch.

Enable “USB debugging”.

If prompted with “Allow USB debugging?”, tap OK to confitm.

Hopefully, your device is now ready for new software and your computer is ready to deliver
it. You must be able to connect your device to your computer, execute commands through
ADB, and verify that ADB can recognize the device in otdet to proceed. Without success of
these steps, the following tutorials will not function.
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Phase Four: Install TWRP and Download Custom Recovery

Before we can install LineageOS, we need to set up a “recovery image”. This allows us to boot
to a custom menu which provides an easy installation option from the device itself. First, you
must identify the cotrect image designated specifically for your device. You should start at the
TWRP website at https://twrp.me/Devices. Select the make and model of yout device and
replicate the following instructions.

Under “Download Links” click the closest location.
Download the most recent file ending in “.img”.

Rename the file to “1.img” and move it to the adb folder on your Desktop.
Connect the device to your computer.

Open Command Prompt and type “cd Desktop\adb”.

Enter the command “adb devices” and ensure the device is tecognized.
Enter the command “adb reboot bootloader” and the device should reboot.
Verify the device is still recognized by typing “fastboot devices”.

¢ Enter the command “fastboot set_active a”.

e Enter the command “fastboot flash boot_a 1.img”.

e Enter the command “fastboot boot 1.img”.

e o e e o o o

Note that every device possesses unique steps for this phase. The LineageOS Wiki page should
present the appropriate steps for your hardware. When this phase is complete, the device
should reboot into the new TWRP menu. If this fails, you can manually enter the TWRP menu
by holding the pattern of buttons which loads the recovery menu for your device. For mine,
I can hold the “Volume Down” and “Power” buttons at the same time while the device is off
to enter the recovery menu.

There are many things which may go wrong for you. If any step is skipped due to an etror,
the remaining instructions will probably fail. It is very likely that you will need to reseatch your
own LineageOS installation problems. Aside from Googling your specific issues, the
information available at https://lineageos.otg should be very helpful. Thete ate also numerous
videos online which demonstrate the installation, possibly some specifically for your device.

Please remember that you may need to take extra measures to ensure the device connection
to the computer if you are using a virtual machine. During the process of writing this section,
I used a Windows 10 VM on my MacBook Pro. Each time the device would reboot, I had to
notify my host opetating system that I desired the device to connect to the VM. This can add
additional frustration. However, possessing a virtual machine which is prepared for installation
and updating of LineageOS can be very beneficial.
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Phase Five: Install LineageOS

Surprisingly, this is the easiest part of the tutorial. We will now install LineageOS onto the
device with the following instructions.

Revisit https://download.lincageos.org/ and select yout device from the left menu.
Download the most recent “File” into the adb folder on yous Desktop.
Rename the file ending in “.zip” to “1.zip”.

While in the TWRP menu, tap “Wipe” then “Format Data”.

Return to the previous menu and tap “Advanced Wipe”.

Select the “System” pattition and then “Swipe to Wipe”.

Return to the main menu.

Select “Advanced”, “ADB Sideload”, then “Swipe to begin sideload”.
¢ Return to the Command Prompt window from the previous phase.

¢ Enter the command “adb sideload 1.zip”.

e Enter the command “adb reboot”.

If all went well, your phone is now boot into LineageOS. There are no Google services
installed, nor do we want any. I must confess that I ran into multiple problems duting my own
installations and vatious devices while testing for this book. I did not mention them hete
because they were likely unique to my setup. If you decide to create your own Google-free
Android phone, expect complications. Howevet, the end result is fantastic.

I now have an Android device that does not share any information with Google (or Apple).
'This is my go-to device when I need to use Haven (the surveillance application mentioned in
ptevious chapters) when I am on the road. If you desire an affordable low-power LineageOS
device, I recommend the Motorola Moto Z, Google Pixel, or Google Pixel XL, Each can be
purchased used for under $80 online at swappa.com. If you plan to use your LineageOS device
as a full-time mobile phone, consider the OnePlus 6T, available for $349. Regardless of your
mobile device choice, make sure it is officially supported on the main LineageOS downloads

page.

Overall, the installation process will vary greatly for every brand of mobile phone, I present
the previous instructions in order for you to become more familiar with this process. Expect
problems, errors, and frustration if you dive into this wotld. However, also expect a smooth
Android device with a great level of privacy. Always refer to the official LineageOS website
for the latest tutorials and downloads at https://lineageos.otg.
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Phase Six: Configuration of LineageOS

Your device is faitly private and secute, but there is always room for improvement. There are
no Google services, and Google is not receiving any data about your usage. If you have
configured F-Droid, as explained in 2 moment, you have access to plenty of apps which can
be installed. However, I encourage you to follow the details presented within previous
chapters and only install necessary software. Next, let’s tighten some privacy and secutity
settings. Consider the following modifications.

Swipe up from the bottom of the screen to produce the applications menu.
Open the Settings application and tap “Security” then “Screen Loclc”.

Tap “PIN” and set a desired secure PIN.

Return to the “Security” menu and tap “Encryption & Credentials”.

Tap “Encrypt Phone” twice and allow the process to complete.

Return to the Settings menu.

Tap “Location” and disable completely until needed.

e Return to the Settings menu.

e Tap “Privacy” then “Trust”,

o If desited, disable “Security Alerts” in order to avoid daily notifications of status,

e & ¢ o & o

You now possess a mobile device which is more private and secure than any stock unit which
could be putchased from a retailer. Unlike a traditional iOS or Android phone, a user account
is not required in ordet to use the device. If ever prompted to add a Google account, avoid or
“skip” the option. This way, there is no single Google or Apple account which can be tracked,
archived, and abused. Again, by default, LineageOS transmits no data to Google. Eliminating
these privacy threats provides great benefits.

The installation effort can seem overwhelming, but is usually only a one-time event. If you
ever want to update your operating system, you can simply repeat Phase Five and apply a
newly-downloaded LineageOS installation file. You will notice that the operating system is
updated on the website often, sometimes daily. I typically update my software monthly. The
update should not impact your installed applications, but the customizations within your
settings menu may change.

This section may seem a bit unfair. Choosing any other device besides a Pixel will almost
guatantee slight modifications to this tutorial. Furthermore, a Pixel is far from the best device
for this usage. By the time you tead this, LineageOS may have made changes which impact
these lessons. My goal here is to simply encourage advanced users to consider a LineageOS
device. These few pages can never replace the wealth of information available online.
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Phase Seven: Installation of Apps & Device Backup

As mentioned previously, your new LineageOS device does not possess any stock Google
applications. Since you have no way to install software from the Google Play store, 1
recommend installing F-Droid from within the device itself. Simply navigate to the official
website at https://f-droid.org and choose the “Download F-Droid” button to install the apk
file. This is a limited version of an app store which allows you to download Android apps
without using Google’s setvices. This provides access to many apps, but not everything. If
you want to install an app which is not present within F-Droid, such as Session, Wickr, Wire,
ot Signal, you will need a third-party option.

Along with F-Droid, I recommend the application Autrora Store (AuroraOSS). Aurora Store
is an unofficial client to Google’s Play Store. You can seatch, download, and update apps. You
can also spoof yout device information, language, and region to gain access to the apps which
are restricted in your country. Aurora Store does not require Google’s proprietary framework.
With Aurora Store, you can install most of the apps mentioned previously. If you ever find an
application missing from both F-Droid and Aurora Store, search for the APK file for it and
download it to the device. Aurota Stote can be installed from https://auroraoss.com/ ot
through F-Droid. During installation, be sure to choose “Anonymous” mode, which prevents
Google account requirement.

While your desired apps should install without issues, everyday function may be a problem.
Since LineageOS does not contain any Google apps, you are likely missing some core Google
software which provides setvices such as push notifications and mapping, You can usually still
open apps and “fetch” data such as pending email or text messages at any time, but you might
be missing instant notifications. With some apps, synching of content might simply be delayed.

Most private messaging apps, such as Wire, should deliver messages instantly through their
own platform without the need for Google’s push setvice. Traditional email applications, such
as Pastmail, may only fetch the data when the app is opened. This may be a desired feature to
some. A true Google-free expetience without constant incoming notifications is a nice change.
Personally, I prefer to intentionally fetch desired content when needed in order to keep
Google out of my business. However, some clients demand the full scope of Android’s
features, such as Maps. In these rare situations, I hesitantly tecommend a third-party software
suite called mictoG (microg.otg). microG allows Android apps to access the same application
programming interfaces (APIs) which are traditionally provided by Google Play Services. I
decided not to explain the process of installing microG in this book. If you want these Google
core setvices, there is little teason to go to the extreme with LineageOS. I believe the biggest
benefit of LineageOS is that Google is not present or calling “home” to share data of our
usage. Adding setvices such as microG defeats the purpose of all of our hard work configuring
these settings.
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Backup & Restore

Once you have your device configured as desired, you should consider creating a backup. If
your device should become corrupt or stop functioning appropriately, you would otherwise
need to start over with a new installation. Fortunately, TWRP allows for easy backup.

Boot into recovery mode in the same way as when you installed TWRP.
Click the “Backup” button.

Select all available data options.

Click “Select Storage” and choose the SD card within the device.

If TWRP asks if you want to root your phone, choose “Do Not Install”.
Slide the “Swipe to Backup” option to begin the process.

e o o & ¢ o

As long as you had enough free space on the SD card, you should now possess a valid backup
of all software on your device. If you should ever want to retutn to this state, restore it with
the following steps.

* Boot into recovery mode in the same way as when you installed TWRP.
e (lick the “Restore” button.

o Select all available data options.

o Slide the “Swipe to Restore” option to begin the process.

At the end of this writing, I possessed a ptimary LineageOS device which made no calls
“home” to Google. I recycled old hardware, including a $40 Moto G3, into lightning fast
Android devices. I could apply updates to the OS as often as desired. All apps were functioning
and updating properly including ProtonMail, ProtonVPN, Linphone, Wicke, Wire, Session,
Signal, Authy, Mint Mobile, Standard Notes, Firefox Focus, and KeePass2Android. I never
installed microG and never provided a Google account.

While my experience with LineageOS was fun, my daily-driver Android mobile device is a
Google Pixel 3A running GrapheneOS. The steps to configure my device were very similar to
the previous pages. Since GrapheneOS only supports Pixel devices, I decided to devote the
previous pages to LineageOS, which supports hundreds of phones, in ordet to appeal to a
wider audience. Please do your own research and choose the best platform for your needs.
Either option is much better than any stock Android OS. Neither LineageOS or GrapheneOS
connect to Google servers during a default installation,
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RSS Feeds

I rely on Really Simple Syndication (RSS) feeds for the majority of my intetrnet research. RSS
allows us to fetch data from our favorite blogs and services without opening a browset;
navigating through pages; allowing numerous tracking scripts to jeopardize our privacy; and
being bombarded with ads. While I prefer Vienna (vienna-rss.com) for Mac and FeedReeder
(jangernert.github.io/FeedReader) for Linux, I will provide the demonstration here using
Thunderbird (thunderbird.net) due to compatibility across all operating systems. I encourage
you to find a client which works best for you. All three of these are free and open-source.

First, assume you have found the blog at ktebsonsecutity.com. You could bookmark this page
and return on occasion to see if the author has added a new blog post. Instead, I recommend
adding the RSS feed URL of krebsonsecutity.com/feed to your RSS reader. It will then notify
you when a new blog post has been added. In Thunderbird, conduct the following.

e  On the welcome screen, click the “Feeds” option and provide a name for your feeds.
Right-click the new folder in the left menu and select “Subscribe”.

Paste the blog URL into the “Feed URL” field.

Enable the “Show the article summary instead of loading the web page” option.
Click “Add”, enter any additional links of interest, and click “Close”.

Thunderbird now displays the most tecent blog posts from this site and will fetch any new
posts as they become available. If you were to visit the site at krebsonsecurity.com every day,
it would load Google Analytics by default which would track your internet activity. It would
also download ads to your browser cache. If you view the RSS feed content without fetching
each entire page, any JavaSctipt from the target site is not executed. You also receive the
content of various posts without any advertisements, auto-play videos, and other nuisances.
This is only the beginning of the capabilities of RSS feeds.

The ptevious example provided a direct link to the RSS feed (ktebsonsecurity.com/feed) at
the top of the home page. Other sites may not have an obvious URL present and you will
need to identify the most appropriate address. Some clients, such as Vienna, attempt to
identify the cotrect RSS URL when you submit a website home page. Others, such as
Thunderbird, require a precise feed address. Because of this, and the outdated appearance, I
typically do not recommend Thunderbird for RSS use. When I submit my own blog address
of https://inteltechniques.com/blog/ to Vienna, it knows to translate it to a specific RSS
address of https://inteltechniques.com/blog/feed/. When I submit the blog address to
Thunderbitd, it presents an error and does not try to translate to an RSS feed.

This btings us to the necessity to locate RSS feeds when they are not provided within the
website. The following should assist.
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e Most WordPress sites store the RSS feed in a subfolder titled “feed” at the root of the
blog. If you had found the ProtonMail blog at https://protonmail.com/blog, you
would only need to add “/feed/” to the end of the URL in otder to possess the full
RSS link (https://protonmail.com/blog/feed/).

e While on any website, press cmd-f (mac) ot ctrl-f (Windows/Linux) and seacch for
“rss”. This may present a link to the RSS feed for the site. If this fails, right-click on
the page, select “View Source”, and conduct a search through the soutce code.

e Most news websites provide an RSS feed of their articles, but few advettise this on
their home page. If I want to subscribe to feeds at the Los Angeles Times newspapet,
I must conduct an online search of “I.A Times RSS”, which displays their RSS page
as the first result (https://www.latimes.com/feeds). This page contains all RSS feeds
available, Replicate this for any online news source of intetest to you.

¢ Many podcasts do not provide a ditect RSS feed and insist on subsctiption through
Apple or Spotify. I prefer to load these feeds through my RSS reader in ordex to avoid
listener tracking, When I cannot locate a pure RSS feed, I navigate to Get RSS Feed
(getrssfeed.com). Copy any podcast link from podcasts.apple.com and paste it into
this service. It presents the podcast RSS feed ready for impott into your client.

e Identify third-party RSS setvices which assist with creation of feed URLs for the
topics of interest to you. Queryfeed (quetyfeed.net) can assist with Twitter RSS feeds
of profiles and search tetms while Show RSS (showrss.info) generates feeds which
notify you when yout favotite television shows have been released. There ate many
free services waiting to assist you.

In my RSS client, I have hundreds of feeds from blogs, Twitter, Reddit, and news websites. I
spend motre time in my RSS reader than my browser. I quickly digest my interests every
morning similar to a newspapet. It may take some time and research in otder to identify the
RSS feed URLs from your favorite sites, but this only needs to be completed once. My favorite
way to use RSS is with Reddit. I don’t like going to the Reddit website due to the overall
negative and toxic environment, plus dozens of trackers being forced to my browser, but I
want to stay updated on the content. The following RSS feeds should help explain my usage.

New posts from /1/Ptivacy: https:/ /www.reddit.com/t/ptivacy/ 1ss
Top daily posts from /r/Technology: https:/ /www.teddit.com/t/technology/top.rss?t=day
New posts containing “bazzell”: https://www.reddit.com/seatch.rssPq=bazzell&sort=new

You can create your own feeds from these examples. My reader currently has 214 feeds. The
posts artive in a format similar to email messages. I find this presentation better for my sanity,
as it stops me from clicking links all day throwing me into vatious internet rabbit holes. If you
have an interest in this tactic, please listen to episode 172 of my podcast which explains more.
Figure 16.02 displays the folders, feeds, and content within my Vienna client.
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Figure 16.02: An RSS reader application with folders and feeds.

After you have your RSS client configured as desired, be sure to export your settings. Most
clients have an option to export an Outline Processor Markup Language (OPML) file. This
archive includes every RSS feed which you have added into your software. If you ever need to
reconfigure youtr RSS client due to a hard drive crash, new operating system installation, or
computer upgrade, this single file restores all of your hard wortk. I store mine within my
VeraCrypt container, as previously explained.

Some readers may question the need for software clients when online RSS setvices, such as
Feedly, simplify the entire process, While it is much easier to allow an online service to
configure your subscriptions and host your settings, you sactifice privacy. As an example,
Feedly openly admits it collects your name, email, and any billing information upon
registration. From there, it associates your interests, IP address, browser type, ISP, access
times, crash data, browser cache, pixel tags, and various analytics to your profile. Use of their
setvice allows them to share all of this data with third-party companies and social network
sites, When using a trusted RSS client, your data is not shared with any online services, aside
from the feeds to which you subscribe. A name, email address, and billing information is not
needed with the clients mentioned here.

RSS feeds may not be considered “advanced” to most people, but I struggle to convince my
clients to give them a try. While it may seem awkwatrd at first, digesting your online content in
this way can be vety beneficial. It allows me to quickly identify posts of intetest while skipping
items I wish to avoid. Please note that all sites will still obtain your IP address, so be sure to
always use a VPN.

I realize that most readers of this book will not apply all of the strategies presented here. It
can be quite overwhelming to tackle all of this at once. I hope you return to this chapter as
you progress through your ptivacy journey. Whenever you have a thirst to add something new
to yout arsenal, these topics may scratch that itch,
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CHAPTER SEVENTEEN

MY SUCCESSES AND FAILURES: JANE DOE

I wish I could tell you this life has been easy. I wish I had a guide for all of this while I was
experimenting, I have been forced to test new strategies on myself, and occasionally clients. 1
have made my share of mistakes, and I have learned valuable lessons from each. These next
few chapters serve as final tales of my various successes and failures when trying to make
people disappear. I hope that these true stoties provide insight which will aid the creation of
your own privacy strategies, and give you a final confidence boost to achieve any level of
ptivacy you desite. Obviously, all of the people mentioned have given consent to share these
stoties. I have redacted and modified many details to protect their identities. First, we meet
Jane Doe.

I received an email through my website from a man that only asked if he could speak to me
over the telephone about a sensitive situation. The name he used was the same as a fairly
wealthy individual who served as an initial investor in a few successful businesses. His area
code matched the general location of the investor, and his email address had a domain
associated with a company that was registered to him, I scheduled a call for the next day.
Those who have read my other books will know that I take every layer of my privacy very
seriously. I would never call anyone from my actual cellular telephone number, and I try to
avoid using Google Voice for anything too sensitive. Google keeps a log of all incoming and
outgoing calls forever, regardless if the history was deleted by both parties. I also never call a
cellular number of a potential client. I have no way of knowing whether the person’s phone
possesses malware that records calls and text messages, forwarding them to the adversary. The
metadata of all calls and messages is stored by the setvice provider and a subpoena could make
recotd of our communication admissible in a civil coutt. Instead, I instructed him to use the
application Wire, which was discussed previously in this book.

I asked him to install Wise to a computer which he was confident had not been compromised,
and not a mobile device. He would need to create an account and email me the username
chosen. I would then call him through this app at a specified time for an audio call. While
video calling is supported, I have no idea of what I am getting myself into. I don’t want a
stranger to save a screen captute of my face and later post it on the internet. I know that
sounds a bit paranoid, but it is better to be safe than sorry.
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We connected on Wire and made brief introductions. He was a savvy business person that
knew how to get directly to the point. He stated that his daughter was in a true mess and he
had no idea what to do. She had recently terminated a long-term relationship with an abusive
man, The former companion was exttemely upset and unstable. He confronted her at a
friend’s home whete she had been staying and attempted to abduct het. She fought and was
injured slightly during the process. She has always turned to alcohol and drugs to fight stress
and was in a rut dealing with a boyfriend turned stalker. No matter where she stayed, he knew
where she was. When she went out, he was there soon after. He even approached her in a
grocery store demanding that she take him back before he “really” hutts her. She felt her world
was out of conttrol.

I asked the potential new client what level of help he was seeking, He immediately responded
“the full treatment” and asked how quickly I could help. He wanted me to relocate her to a
safe place where the boyfriend could never find her. He did not cate about the cost, and
assured me he would pay any expenses. We set up the details of establishing a retainer that
would allow me to start getting things in place, While he was funding this adventure, I did not
consider him to be the client. I advised that I needed to speak with her directly to start a plan
and identify how exposed she was. He agreed to allow her to use his Wire account from his
device and we arranged a call for the next day. Before we terminated the secure
communication, I asked for the name of the boyftiend and as much detail about his life that
could be provided. He only knew a name and occupation, which was plenty to start my own
stalking,

“Chris” was a 30-something computer systems administrator who appeared tech-savvy. His
Facebook and Instagram pages were decorated with photos of network cabling installations.
This is often referred to as “cable porn”, and hi-tech people are fascinated by routers and
switches which possess perfectly installed network cabling, often hundreds of strands of wires.
He had a GitHub page which tells me he understands technology more than the average
stalker. This was most concetning as it often means that malicious software was installed on
the victim’s devices,

I was glad that we would be communicating on her father’s computer. Chris had a cellular
telephone number associated with his Facebook account, and a password recovery attempt
identified the last two digits of the number. A search of his Instagram username on the website
FindMySnap.com, which is now retired, revealed that a SnapChat username existed identical
to the Instagram account. Furthermore, this SnapChat name had been in existence since ptior
to 2013 when a data breach leaked user information to the internet. This revealed the first
eight digits of his cellular number. Combining the SnapChat and Facebook results revealed a
potential entire cell number. Placing this number with countty code into the Facebook
Messenger app confirmed that the number was connected to his profile. This confirmation
allowed me to further investigate his online presence.
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I created a virtual Android phone using software called Genymotion which allowed me to use
mobile apps on my computer. I placed his cellular number in my contacts phonebook within
Android and left the name as Chris. I then installed several popular social networking
applications on the device and executed the “Find My Ftiends” feature on each. This revealed
the networks where he has profiles as most require a cellular number to establish the new
account. I now had a good understanding of his online activity which would later prove to be
valuable.

During my call with Jane, she seemed extremely scared. She said that he will never give up and
that I was probably wasting my time. She knew he would find her and continue to harass her
no matter where she went. She had given up on me before I could explain my process. I asked
her what type of phone she had and where she got it. She stated that she had a Samsung
Galaxy S6 and it was given to her by her former boyfriend. She confirmed that there were no
Samsung stock apps anywhere, which convinced me that he had “rooted” the device. I had a
strong suspicion that he had installed malicious software (malware) on het phone which was
allowing him to see her location at all times. He could likely monitor her communications
which would identify the friends with whom she had been staying. I advised her to keep the
phone on, and send it to me via overnight Fed-Ex at the hotel where I was staying, I told her
to go to an Apple Store, with her dad, and pay cash for a new iPhone of her choice. After
purchase, I instructed her not to open it and call me on Wire from her dad’s computer when
ready to turn it on for the first time. She agreed.

While waiting to analyze Jane’s phone and talk with her on a secute line, I decided to also dig
into her life a bit. Similar to how I investigate the offenders of the situations with which I
assist, I also conduct a thorough review of the victims. Early in my new privacy career, I was
approached by a woman in her twenties requesting help hiding from her abuser. “Mastha”
explained how he was mentally and physically abusive to her and their young child. She did
not feel safe and knew he would try to track them down wherever they went. I was eager to
protect her from a future attack.

I began planning her move and made sure that there would be no trail that he could follow. I
assumed that only women could be victims in these types of scenatios. It never occutred to
me that she might be the problem in the relationship. Fortunately (and accidentally), I found
an old Facebook post made by the father of the child. It displayed a screen capture of a court
order allowing him full custody of the child. I could not see the details of the order, but the
father was very excited that this day had come, I finally located the full court order which
detailed the mother’s drug abuse, child neglect, and three documented occasions where
Martha tried to abduct the child and leave the country. This led me to coutt documentation
about her mental issues and previous confinement for parental abduction. I confirmed that
the father had full custody of the child, and that a police report was made three days earlier
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about the mother failing to return him, I immediately contacted the father and local police in
that area. I learned a valuable lesson, which is to always research both the victim and offender.

While researching Jane, nothing appeared out of the ordinary. She loved social media, and
possessed very active Facebook, Twitter, Instagram, and Etsy pages. It was easy to see how
she could be tracked based on postings from every location which she visits, If unable to find
her based on live posts, her online history quickly developed a pattern of behavior that could
be used to assume her current location. She appeared very close with her family, and a bit
spoiled by her father. As a family with means, she obviously never went without any luxuries,
and large gifts for every occasion were normal in her life. My immediate concern was that she
would not be able to give up the online activity in order to protect herself. She was accustomed
to immediate selfies the moment she receives a new gift or lands at a new vacation destination.
She was in for a rude awakening,

That evening, Jane called me from her father’s Wire account as instructed. This time, we
connected via the video chat option. I wanted to assess hetr demeanor and look for visual signs
of physical abuse. She was very shaken and had slurred speech. Her father warned me before
the call that she had been drinking alcohol heavily lately, and today was no exception. He
firmly believed that she would sober up once she was safe. As we talked, her father stayed
right by her side, which was a problem. She was holding back details that she did not want
him to hear. I politely requested to talk with her alone, which he prohibited. He quickly
reminded me that he was paying for my time, and that he would be involved in every step.

I instructed her on how to turn on her new iPhone without attaching it to any previous
accounts, I had already created her an anonymous Apple account that would allow her to
download any basic apps and updates that she might need. We configured the Wire and Signal
apps on her new device, which she could use over Wi-Fi only at this point. I had alteady
ordered her a new Mint Mobile SIM starter pack from Amazon that would atrive at her father’s
house the next day. She was instructed to send me the details of the card, and I would activate
it online for her. She would only need to enter the SIM card into her phone and have a clean
device ready for communication, We would finish setting up the phone the following day.

Her father insisted that she would be safe at his home for the rest of the week. While the
boyfriend likely knew she was there, he had never made contact at that location since the
break-up due to the father. He was not shy to pick up a weapon at first glance of Chtis enteting
the property. I knew that the father would likely be at work the next day, so I ended the
conversation until then. I hoped that I would be able to talk to Jane alone in order to get the
real scoop.

The next day, I received a Wite message from Jane stating that she had the SIM card and was
ready to activate. We connected over Wire and finished the process. She was alone in the
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house, which gave us an opportunity to talk candidly. Over the next hour, I learned details
about het life which her family would never want to know. I learned about the hard drugs, the
weekly routine of passing out and waking in an unknown bed, and the monthly breakups with
Chris. She told me of the two occasions in which he raped het, which she never reported. She
showed me the scars from the cigarette burns purposely placed on areas of her body normally
coveted in clothing, I asked the difficult questions such as why she continues to go back to
him. She answered honestly with “for the drugs”. Chris was not only her lover, but also her
drug dealet. She was allowed a non-stop buffet of vatious drugs in return for their relationship.
Chris needed to go away for many reasons.

Jane was adamant that she was ready to go to rehab and leave Chris permanently, He had told
her on numerous occasions that he would kill her if she ever left him and that he would never
stop hunting until she was dead. He was mentally unstable, fueled with drugs, and possessed
a large amount of cash from his illegal transactions. He was a valid threat. With her father
funding the privacy campaign, I was ready to execute vatious strategies. The first priority was
to get her the help she needs. It was time for rehab.

Sending Jane to rehab sounds like a simple task. Drive her there, drop her off, and send the
bills to her father. It was not that easy. In Jane’s part of the countty, there were not many
tehab options. Chris would have no trouble contacting each facility and using social
engineering tactics to identify the location of her stay. For those that are not familiar with the
term, social engineering is psychological manipulation of people for the purpose of
performing actions or divulging confidential information. It can be simplified as lying duting
a con. I have used this tactic many times on behalf of clients.

A call by Chris to each rehab facility during a weekend evening, when newer staff is likely to
be present and administrative personnel are not around, consisting of a few targeted inquities,
is likely to quickly identify her location. “Hi, I am Jane’s brother. I was there eatlier today to
visit, and I left my inhaler there, do you have it? I can’t get a replacement until Monday”. This
will be met with either, “We don’t have a patient here with that name”, or, “I don’t see
anything at the desk, let me go check her locker”. Chris would be in her room within houts.
She would be either dead, kidnapped, or sedated with illegal drugs before sunrise.

I convinced the father to place her in an out-of-town tehab facility that often caters to
celebrities. These institutions are more likely to block amateur attempts at obtaining patient
information. They know the tticks and are suspicious of evety phone call. Their security is
better than the average clinic and the place I chose does not allow any cellular devices within
the buildings. He agreed, and she began packing. This was equally beneficial to me as it would
give me time to set up her new life.

Jane Doe 521



I purchased Jane a one-way aitline ticket to the city of her rehab using a prepaid credit card
purchased from a local CVS pharmacy. I chose the Vanilla Visa reloadable option. The
maximum catd value available is $500, but an additional $2,000 can be added to the card each
day in $500 increments. Therefore, I can walk out of the store with a $2,500 balance on the
card. Why not just use her real credit card? I must assume that Chris has access to her
statements and activity. A simple keystroke logger on her laptop, ot malware on her previous
phone would give him her passwords. Monitoring her credit card activity would tell him the
flight number, which would identify her future location. This would give him a great
advantage. Today, aitlines are more cautious with prepaid card purchases. If replicating this
today, I would use a Privacy.com account.

I hired a car service to transport her from the family home to the airport. Before picking up
Jane, the car would pick up Jane’s escort, an off-duty police officer from a neighboring
community. For several years, I had been teaching open source intelligence (OSINT)
techniques to local, state, and federal law enforcement agencies all over the wotld. This has
created a massive private list of contacts covering most areas of the country. I reached out to
a woman who I had met at a class and asked if she would be willing to take a day off of wotrk
in order to make some side income. She agreed, and escorted Jane to the TSA checkpoint.

The teason for the escott was two-fold. First, I wanted someone with Jane in case Chris
appeared during transit. I also wanted that person to be armed with a gun and have the training
to use it. While this scenatio of Chris intercepting transport is extremely unlikely, I prefer to
be prepared. The more likely reason that this officer would be needed is to make sute that
Jane makes it to her flight. I still did not trust that Jane would not willingly disappear looking
for drugs. I would expect to hear that Jane never made the flight. Therefore, her escort was
there for the entire process, and even waited at the only terminal exit until the flight had taken
off. I was happy to give this officer twice her daily wage for a few hours of work.

Upon landing, I repeated the process with an off-duty officer working for the airport police
department of that area. He picked her up at her flight’s gate and escorted her to the vehicle
service, then the vehicle, the entire ride, and to the front door of the rehab facility. I received
text updates throughout the entire day. Everything went as planned, thete wete no hiccups,
and Jane was safely at rehab. The secutity team there was now in charge of her. This is one of
many reasons that I tty to collect as many business cards as possible at my live training events.
Contracting local off-duty police officers is my preferted option every time, especially those
that I have met duting my classes.

Now that she is safe at rehab, my work begins. I must secure permanent housing for her, as
she may only be in rehab a few weeks. This is where I try to provide value to my clients. I
establish a new life that they can simply walk into without much effort. I create new aliases
and establish believable histories that allow people to feel safe in their own homes. It is vital
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that any actions I take associated with Jane’s new life have no attachment to het previous
existence. This is easier said than done.

The first step is to establish housing. Jane’s situation is an ideal case for renting, Her father
will pay the rent, and she will not stay at this new place long-term. When I create a relocation
plan that includes a rental property, I always plan for the client to be present at the location
for one year. In most situations, they relocate to something mote permanent before the year
is up. On rare occasions, they need to extend their situation past the first year. Compared to
the purchase of a new anonymous property, establishing a rental unit is much simpler.,

Since I will not be providing my client’s name or petsonal details, the thought of obtaining a
commercial apartment is out of the question. These lasge complexes are always controlled by
a third party or national chain. They will always require a full background check including the
client’s SSN and DOB. An occupancy permit will be filed with the city or county, and there is
no way to establish privacy in these situations. Therefore, I always focus on properties
available for rent by the ownet. Preferably, I desite small homes situated on the ownet’s
primary residence property. Since the owners will always be physically next to the unit being
rented, they know that they can keep an eye on things, and have a stronger sense of conttol
over the property. This tends to give them a sense of security and in return lowers their
concerns to overly vet a new tenant. In a small town, finding these properties requires an
afternoon drive and a keen eye for signage. Latger cities require the internet.

Zillow does not offer a specific seatch for rental housing available strictly by owner. Howevet,
a few tweaks can eliminate the larger commercial properties in which I have no interest. After
selecting “Rent” from the main page, I select “In-Unit Laundry” from the “Mote” tab. This
eliminates many of the multi-unit properties that share a common Jaundty area. I then deselect
everything but “Houses” on the “Home Type” option. This works best on most areas, but
will not work on extremely populated urban areas. I always guide my clients toward areas with
a bit of privacy, such as a standalone residence. I then compare the areas of intetest to various
online crime maps in order to identify the safest area of town. Identifying homes that would
be acceptable to the client is not the hard part. Finding landlords that will play nicely with my
antics is the difficult piece.

Once I find a home of interest, I contact the owner in person. I arrive well-dressed and in a
newer rental vehicle. I politely tell them that I am searching for a friend, and that we are ready
to rent right away. I am usually met with an application at this point, which is when things will
go one of two ways. My first few attempts at obtaining anonymous housing for victims wete
disasters. I incotrectly assumed that the landlords would be fighting ovet me and the money.
I strongly stated that I would not disclose the name of the tenant and that we would be
providing no identification. You can guess how that went. I slowly learned that a specific
delicate approach tends to work most often.
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In this scenario, while home-searching for Jane, I found a perfect one-bedroom house tucked
back in a2 wooded area. The home sat on the corner of three actes, opposite of the property
owner’s home. The home was vacant, and the owners proudly walked me through the recent
updates. It was then time to lay out the situation,

I advised the couple, both retired and in theitr 60’s, of the situation. I disclosed my real name,
and offered them my retired credentials and badge to verify my identity. I also advised they
could Google me and confirm the type of work I conduct. I informed them that I am secking
a small quiet home for a woman that has suffered a lot of mental and physical abuse. She has
become faitly skeptical of the wotld, and has asked me to deal with housing, It is vital that het

name is not associated with the home or this address, and it is a matter of her own safety. It
could literally be life or death.

As I saw the brows of the owners display the concern on their minds, it was time to sweeten
the deal with the following statements. “I realize that you will be very strict when selecting the
tenant for this amazing property. I truly hope that you will consider her, as she would be a
respectful and quiet tenant. I know the situation is unique, and I would share your same
concern if I were in your shoes. This is why we feel the need to compensate you for your
consideration, I am authorized to pay the rent in cash each month, plus a deposit, and prepay
three months of rent as a gesture of appreciation”. This usually converts the look of concern
to images of cash in their pockets. While this does not work every time, it usually opens the
doot for further negotiation. On one occasion, a landlord responded with “Make it six month’s
cash, in advance!” I happily agreed and my attorney handled all of the paperwork.

This brings up an important point to consider. Obviously, the client’s name does not get
associated to the property whatsoever, but neither does mine. I have property attorneys on
each coast that take care of all rental paperwork and happily attach their own names and
signatures to any forms. Neither of them cares about their own privacy, they each use their
public office addresses, and neither of them ever know the identity of my client. They each
receive a nominal fee for their one or two hours of light paperwork (which they likely have an
intern complete).

At this point, you may be thinking that this all only happens because the client has money to
throw at the problem. While this is true in this situation, it is not always the case. I have had
many clients that did not have a penny to pay, but still received my setvices without charge. I
have also had extremely wealthy clients that pay the lion’s share of the bills.

The owners agreed and I now had a rental property lined up for Jane. Two days later, I had
the keys and legal possession. Duting the previous walkthrough of the property, the power,
watet, and gas was active. I knew that utilities wete not included, but I incortectly assumed
that the bills would stay in the name of the property owners. This had been the case with my
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previous client relocation, and the landlord just added the usage to the monthly rent. This is
always the optimal route to go. In hindsight, I was so excited that they agreed to waive the
background check and application process, that I got ahead of myself and just wanted to get
a contract signed. This was not a huge issue, but I was very disappointed that I had not clarified
this. As I stood in the living room of Jane’s new home, I was without power or water. All
utilities had been terminated as of the move-in date.

The next morning, I first contacted the power company. This is never an easy call
Traditionally, establishing power to a residence requites a “soft pull” on a person’s credit
report, which demands a Social Secutity Number (SSN) of my client. Some may wonder why
I would not want to share this information with them. The simple answer is that the details
provided will absolutely become public record at some point. Data mining companies often
obtain utility records in order to better populate their databases on practically every citizen.
The name on the utility bill will likely be present on free people search websites within ninety
days. Therefore, disclosing my client’s identity to the power company is not an option. Instead,
I will test the waters one piece at a time.

Since I record all of my telephone calls as they relate to a client, I am able to provide an exact
transcript of the conversation. The following occurred in Spring of 2017.

Operator: Hello, how may I help you today?
Me: Hello, I need to activate power at my residence, can you assist?
Operator: Absolutely. What is the address?

Me: REDACTED

Operator: OK, I do see that this address is part of our coverage area, and that power was
terminated on Tuesday. When do you want the power activated?

Me: Right away if possible, we are moving in today, and my daughter is so eager to get the
PlayStation going,

Operator: What is your name sit?
Me: John Arthur Wilson

Operator: And what is your date of birth?
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Me: Hmmm. I really hate to give that out, I was the victim of identity theft this year, and the
officer advised to never give out my DOB or SSN. What are my options?

Operatot: Sit, I cannot turn on the power without your information including your social.

Me: Oh boy, that is concerning. I am happy to pay a deposit to my credit card in order to
bypass this valid requirement. Is there a supervisor that can authorize this?

Operatot: Sit, I can tell you most certainly that we cannot turn on the power without your full
information. A supervisor will tell you no different.

Me: Understood, let me call you back after my wife gets home.

This conversation was typical. Utility companies want to be sute that you do not tip them off
and leave with an unpaid bill. By conducting a credit check, they can come after you when you
owe money. In about half of my attempts, I am allowed to pay a $250-§500 deposit in order
to bypass the credit check and SSN requirement. Usually, I can provide a credit card to pay
this, but sometimes they will want a check mailed. I am prepared for either scenario with a
secondary credit catd that I maintain in an alias business name or a check with no personal
name or details in the upper left corner. Both are valid payment, and connect to a business
checking account in the name of an LLC that I maintain solely for this purpose. I then invoice
the client for these expenses.

After waiting a few minutes, I called the power company again and was given a different
operator. The conversation was similar, but I took it a new direction, as follows.

Me: Yes, I am trying to help a foreign exchange student obtain power at a rental home. My
English is a bit better than hers, so I thought I would assist.

Operator: What is her name?

Me: REDACTED TRADITIONAL INDIAN NAME

Operator: Does she have an SSN?

Me: No, she says she has a UIDAI National Identification Number, can she give you that?
Operatos: Sure, go ahead.

Me: 5485 5000 8000
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Operator: OK, so, just so you know, she is going to have to pay a $200 deposit, which can be
refunded after one year or when she terminates setvice, does she have a credit card for this?

Me: I am happy to pay that for het, are you ready for the number?

Everything was smooth after that point. Before you judge me too heavily as a fraudster, let
me explain. The Indian government assigns a twelve-digit national identification number
called a Unique Identification Authority of India (UIDAI) numbet. On their website, and an
example of this number is displayed on a fictional card as 5485 5000 8000. This number will
never be assigned to any individual. Furthermore, the U.S, utility companies have no way of
verifying this number as valid. Operators likely just add it in the notes section to cover
themselves.

Think about it. Thousands of foreign exchange students enter colleges and universities every
year. They all live in some type of housing that requires utilities. Most of these require the
student to pay the utilities directly. Therefore, it is a common occurtence for non-U.S. citizens
to activate power at a residence. Starting with this excuse has been more successful than trying
to make an employee understand that you prefer not to identify the homeowner. At the end
of the day, all of the bills ate paid, we have stolen nothing, and the utility companies are happy.
No one ever checks up on this situation because there is no need. I make sure the bills ate
always paid in a timely mannet.

The water, sewer, and trash services were much easier. After they wete notified that the power
had already been activated, they seemed content that everything was legitimate. I set all three
services to auto-pay to an anonymous debit card created specifically for this client, and
provided a very generic name. I used Privacy.com, as explained previously, which connects
directly to the victim’s personal checking account. After association, users can create an
unlimited amount of debit card numbers, each used for a single merchant. Any billing name
and address can be used during payment, and the transactions are withdrawn directly from the
checking account on file. The merchant (utility company) does not know the true name of my
client. The service (Privacy.com) does know the name of my client, but does not know whete
she lives, They only know that she pays various utility companies monthly. There is obviously
a paper trail here that could be identified with a search watrant or court order, but those ate
not my concern, I need her out of public view.

The house was ready for Jane in plenty of time for her release from rehab. It was now time to
train her on the use of her new aliases. Choosing an alias name can be difficult if too much
effort is wasted on finding the perfect option. I don’t buy into that, and I don’t get overly
creative with picking aliases. Why does she need an alias name? She can neves associate her
true name with her residence. She will need something to use in place of her given name.
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I almost always recommend that a client maintain their actual first name as patt of their alias,
The exceptions are very unique names which would be easy to find with targeted searching,
Jane is a common name, so it will work fine. Also, she will naturally respond when called, and
will not create an awkward situation when she can’t remember her alias name. She cannot ever
use her last name, so I often recycle the last name of either the previous tesident or the
landlord. In this case, assume that the previous resident was also named Jane Doe. This would
not work, as it is too similar and mail could be accidentally forwarded to the previous resident.
If the previous resident was named Jim Watkins, Jane Watkins could be a good choice, unless
Jim has a family member with the same name. A quick search through various people search
tools immediately identifies relatives’ names. If the previous resident’s last name is not working
out, or is very unique, I will focus on the landlord’s last name. In this case, the landlord was
Matthew Parker. Therefore, Jane Parker will work great,

Why not choose a random last name? There are a few reasons, but the most important is
familiarity. If Matthew Parker owns the property, and is publicly listed on many websites,
another person there with that last name is not suspicious. The mail person will not think
twice about delivering mail to a person with a last name matching the property owner, who
also receives mail on occasion. Also, it helps hide the fact that a new resident is present. If this
is a small town, it would not be difficult to search for any new residents within the past month.
This could unnecessarily expose my client. Maintaining the last name of the propetty owner
or previous resident is just much simpler. There is one other reason.

In a perfect world, my client would only pay with cash, buy all necessities from the local store,
and never attach her real name with any purchase ever again. We don’t live in that wotld. We
require Amazon accounts with Prime shipping, and practically every big-box store will require
a name and other details for large purchases and deliveries. It is almost always cettain that the
databases that store these details will be breached, sold, or somehow released publicly at some
point. Therefore, we must be prepared.

First, I created a new Amazon account in the name of Jane Parker. I supplied the real address
to her home, and Amazon conducted a public records search as patt of its fraud prevention
actions. Having the last name of the property owner can often bypass any red flags present
when it can’t verify Jane Parket is a real person. Amazon seemed happy with the details, and
the account was ready for funding, I did not provide a Privacy.com masked debit card number
to this account, as these are detected by Amazon as suspicious when attached to a new
account. Instead, I purchased an Amazon gift card from the closest grocety store to the
residence. Amazon knows where these accounts are purchased, and buying in one state while
using in another is also a red flag,

I attached the Amazon gift card to the account and made a small purchase. This is below the
threat model that scrutinizes first purchases, and I selected the option for a free month of
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Amazon Prime. The item arrived quickly, and my client now has history with her new alias
and new address within their system. I chose the option to purchase Amazon Prime for an
entire year and used the remaining balance of the Amazon gift card to pay the fee. This makes
Amazon happy, and their systems become much less cautious of the account. At this point, I
add a new Privacy.com masked card to the account and make it the primary form of payment.
Jane can use this account to buy anything she wants from Amazon, and the transactions will
be withdrawn from her personal checking account behind the scenes.

This process can be feplicated with any other online shopping options, choosing a new
Privacy.com catd for each purchase. Within a few months, data mining companies will assume
Jane Parker is real. She will even start receiving junk mail at the house. I see this as a sign of
success. She has committed no ctimes, compromised no one’s identity, and paid all of her
debts. She has no photo identification including this name (yet) and will never identify herself
as an alias to any government official. She knows the rules. Mote importantly, she will never
tell anyone she does not know that she is Jane Doe.

Using an alias on the internet is easy. Online shopping is an interaction between your computer
and another computer. Neither cares about much except whether you have a valid form of
payment or you ate a fraudster trying to rip someone off. As long as we keep the systems
happy, we will likely never be stopped. In-person purchases are a bit trickier. In my youth, I
paid a cash deposit for my first apartment, and wrote a check at the local furniture store for a
couch and kitchen table. I was never asked for identification. Today, paying cash for large
items is ctiticized and any large purchase requires a valid government ID. Let’s tackle both of
those issues.

Now that Jane was healthier, I snapped a few boring face-forward photos of her standing in
front of a white wall. Each had her wearing a different shirt and her hair in a unique style.
These will be my starting point for creating her figst ID in her alias name. Before you get
botheted by this, please let me explain. There will be very rare instances that she will need this,
and we will be sute not to break any laws duting the creation or utilization of these IDs.

When we think of “Fake IDs”, we often have thoughts of underage kids buying a pootly made
dtiver’s license with an unbelievable date of birth. That illegal act is never tolerated by me in
refetence to alias IDs for my clients. Instead, I strictly use the following guidelines which are
repeated from an earlier chapter. Please note that some state laws vaty, and that I am not an
attorney.

LEGAL: Non-government identification in an alias name can be legal. There should be
absolutely no mention of any state or the word government. There should be no mention ot
reference to any teal businesses. It should not identify you as an employee of a legitimate
company.
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NON-LEGAL: Any false identification that displays the words city, county, state,
government, police, license, driver, coutt, agent, et ceteta is a ctime. This should be obvious.
Any reference to employment by any government agency is also illegal. If any part of you
thinks that you might be crossing the line, you probably are. Please stop.

I hesitate to discuss the option of printing my own alias identification cards in detail because
people may try to break the law and create fake government IDs. Lamination machines and
holograms are very affordable on Amazon and local print shops will happily laminate anything
you print yourself at home. There are many templates of various styles of photo IDs online,
but most are illegal. For Jane, I have a legal solution in place that will assist with convincing
others of her new alias name. I made her my employee.

I own a legal LLC business entity that accepts no income whatsoever. Therefore, it does not
require an EIN with the IRS and there are no tax reporting requirements. It has a very genetic
name that could apply to many different industries, similar to Premier Solutions LLC. Jane
became a volunteer assistant for this LLC and received no compensation. As an associate of
Premier Solutions, I demand that she possess an employee identification card with her photo
and name. Since we are a very fun company, every employee chooses a “stage name”, and
Jane’s happens to be Jane Parker. I created a new identification card through a template on
my laptop, inserted one of the photos I captured, and printed the file to my IDVille card
ptinter purchased from Staples. The ID was printed onto plastic card stock which had the
same quality as many government issued IDs.

Possession of this card is not illegal but attempting to falsely identify herself as her alias to a
government employee is a crime. Where would she need this? Checking into hotels and
receiving packages first come to mind. I advised her to keep it hidden in a wallet, and never
remove it unless absolutely necessary.

Aliases possess an unfair reputation as being shady or criminal. While this unfortunate use
occurs, an alias itself is not illegal. As long as you do not ctross the line of any sort of
government identification, you can be anyone you want. It is not a crime to give another
civilian a fake name. If T were to visit a Starbucks, I would not give out my teal name. There
is no benefit, If I entertain a group of clients at a restaurant, I do not provide my real name to
the establishment. They do not need that. They only need payment for the setvices in the form
of cash or a secondary credit card. I do not want my clients’ true identities within their
databases and guest books that will eventually be breached and leaked online. While this may
seem ovetly cautious, I am aware of the daily breaches and intrusions into sensitive data stored
by third parties.

When a client has a legitimate need for identification in an alias name, I encourage them to
seek out their own IDs that can help “pad” a wallet. I have found many national chains of
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gyms that issue a photo identification card that can be shown for entty into any gym location
nationwide. I have had great success using this as a valid proof of identity at hotels. Many of
these businesses will give you a 30-day free trial in order to evaluate the property. Of those
that I have tried, some of them issued the identification card with photo. I have also found a
handful of spas in affluent areas that possess a monthly usage business structure. These also

mandate that members show their spa ID upon arrival, most with photo on the card.

Animal shelters are becoming more aggressive about security and often ask volunteers to wear
an identification card while on premises. Obtaining an alias photo ID from a shelter as a
volunteer has many benefits. First, volunteering and caring for the animals is a nice thing to
do. Also, showing this ID when checking into a hotel often sparks a conversation with the
receptionist about his or her animal history, and it creates a calm and welcoming envitonment

sure to pacify corporate policies about valid photo identification.

Now that Jane had her invisible home, new alias name, and photo identification, it was time
to issue her a new credit card. This is actually one of the easiest steps, which surprises many
people. We wrongfully associate our credit cards with a belief that they can never be legally
used by other people. Any of us can give a credit card to someone else and authotize them to
make a purchase. While a merchant may not accept use without identification, there is no
fraud. Similarly, we can use a credit card in someone else’s name. However, there ate some
very setious caveats to this, as explained previously.

Many matried couples possess two credit cards that ate connected to a single account. They
may possess the exact same account numbers and expiration, but they display different names
for each spouse. One of these catds is associated with the PRIMARY account holdet, while
the other is a SECONDARY issue card. This can also be true for children. Many parents add
a secondary card to their account, place the child’s name on the card, ship them off to college,
and hope for the best. If you have ever ordered a secondary catd for an account, you have
likely noticed that there was never an inquiry for an SSN for the cardholder. This is because it
is only a secondary card. There is no need for a credit check because the ptimary card holder
is responsible for all charges. Theoretically, you could add a secondary card in practically any
name to an account, and any purchases with that card would simply appeat on the ptimary
credit card statement. We can use this as a strategy for ptivacy.

There ate only a few major credit card companies that offer secondary cards without much
resistance. Of those, Chase and Ametican Express are two of the easiest. Unfortunately for
me, Jane does not have either of these cards. Instead she only has a US Bank ctredit card. The
major banks, such as US Bank and Bank of America will not issue secondary cards to an
account without a full vetting of the new cardholder, including SSN. Jane was willing to apply
for a Chase card, but I had just established her credit freeze, which prevents any new inquities.
This important strategy was discussed previously. Therefore, I had to un-freeze her credit,
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apply for the new card in her fathet’s addtess, and then re-freeze her file. This is not a huge
deal but added a few days to the process. Once she had a new Chase card delivered to her
father’s address, it was time to add a secondary account.

An important step to this process is to never use the original card in the real name. Any
secondary cards will have the same account number, and we want to keep a bit of distance
between the names used. I immediately destroyed her card to prevent temptation. After
instruction and a rehearsal, I had her call Chase about het account,

Chase Operator: Hello, how may I help?

Jane: Hi, I just received my new credit card, thank you so much! My previous provider issued
me a second card for my step-daughter in college, is that possible with this card? I just want
her to have something for emergencies.

Chase Operator: Absolutely, what is her name?
Jane: Jane Parker. She has my first name and her fathet’s last name.

Chase Operator: Before issuing this card, I must make you awate that all purchases with this
card will be charged directly to you and you will be responsible for all activity. Do you still
agree to having a secondary card issued to your account?

Jane: Yes.

Chase Opetrator: OK, the card will arrive at the address on file to your account, it will be
addressed to you, and will arrive in a plain white envelope.

In three days, the card arrived at Jane’s father’s residence, and she now had a credit card in
her new alias name. There is obviously a connection between these two names now, but only
Chase knows this. Chase will eventually include this new alias as a possible associate of my
victim, but that cannot be avoided. Having a credit freeze in place will prevent the majority of
this leakage.

I do not advise all clients to obtain a secondaty credit catd. The wealthy clients have many
more options such as invisible LLCs with business checking accounts. However, Jane does
not have the resources for this. Also, she will definitely need a credit card for daily life, and I
do not want her using anything in her real name in the new town whete she lives. Therefore,
the convenience of having an alias credit card outweighs the risks associated with connecting
a secondary card to an alias name.
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The final step in Jane’s plan was to establish a post office box in her teal name at a small post
office a couple of towns away from her. She will need access to mail and her bills, and nothing
should ever be delivered to the house in her name. I helped het complete the form and
supplied only legitimate information. I used her previous address, where she still teceives mail,
and her real name. The post office does not know her true physical address. Jane was
instructed to only use this address for anything that she needed to receive in her real name. It
should never be used for her alias. That would connect the two names together further and
could jeopardize her home address by associating her real name to any alias utility bills. She
could use this PO Box as her address for tax filing and any other government related setvices.
It cannot be placed on her driver’s license, but that is not necessary for her at this time. She
was still listed under her fathet’s address. Other clients have had to obtain a new drivet’s
license address, often referred to as a ghost address, which was explained previously.

Jane was now in good shape. I was finished. She was clean and sobet, lived in a house with no
ties to her real name, possessed an alias ID and credit card, and most impottantly had a strong
understanding of the reasons for all of this fuss. I wished her well, and incorrectly assumed
we would never see each other again, She would later reach out to me when Chris showed up.

I take responsibility for this. When I gave het the secondary credit card, I told her to use it
sparingly, and only when a credit card was required. I focused on things such as hotels. I did
not make it clear that the card should not be used as part of her daily life. As time passed with
no sign of Chris, she relied on this secondary card heavily. She used it every week at the local
grocery store and for fuel from the local gas station. The credit card possessed a very detailed
history pattetn. Chris identified Jane’s new ProtonMail email address from a2 common friend.
He then sent Jane a phishing attack for which she became vulnerable. She provided her
ProtonMail password, which Chrtis used to access the account. In the archives was her credit
card statement. He now knew the general area where she resided. Since he is a psychopath, he
traveled to the area and secured a local hotel. He parsed through all of the propetty tax records
for the county and isolated those that matched the properties marked as rental units with the
county occupancy division. He now had a list of rental homes with each ownet’s information.
He contacted each owner via telephone and provided the following script.

“Hi, I am Jane’s brothet, I would like to make her rent payment for next month on her behalf.
Do I have the right landlord? This is a gift and I would like to surprise het, so I hope you will
keep this a secret for now.”

He assumed she would keep using her first name, and he was correct. Most of these calls
ended with confusion as the owner did not know “Jane”. Eventually he reached an ownet
which confirmed he rented to Jane and even described het to make sute they were each talking
about the same person. He now had a likely address. He conducted surveillance but did not
ever catch her in transit. Her recycling bin was in the street, so he removed the contents and

Jane Doe 533



returned to his hotel. In the bags of papers and plastics, he located empty envelopes addressed
to Jane at her PO Box. He knew he had the right home. That night he committed a home
invasion and was waiting for her when she returned home. A physical attack ensued, he fled,
and was later arrested by the local police. These details were gathered by a detective during an
interview with Chtis. The detective stated he seemed proud of his work.

Ilearned a lot from this incident, as I had made many sloppy mistakes. First, I underestimated
the suspect. I now assume that every adversary is technically skilled and diligent. Next, I should
have stressed mote to never use any credit card, even a secondaty alias card, near your home.
This payment history displays a very unique lifestyle pattern that provides a great starting point
to physical location. I should have had her purchase high-dollar gift cards from stotes fat from
her home, and then use those if she needed digital payment. Better, I should have enfotrced
the use of cash at all times,

Next, I now consider the alias first name. I usually like to maintain the first name of my client
as an alias for appropriate response in social settings. This may not be wise for clients with
extreme circumstances. This is especially important for those with unique names. I must now
always include the landlord when considering the weakest links in my plan. I should have also
stressed the importance of shredding ot burning anything with her name the moment it needs
to be discarded. Personally, I burn anything with sensitive information, but only after it has
run through my cross-cut shredder. This makes for great kindling if you have a fireplace or
wood burning stove.

Jane and I learned a lot. She was one of my first abuse clients. I was working in uncharted
territory. This is no excuse; these were amateur mistakes with advanced adversaties. Jane has
since moved to another home anonymously using similar methods as stated previously. She
had one close call when her home address was published to an online marketing website which
gathered “leads” through malicious methods. Her name and home address were leaked to this
database because she requested a quote from a questionable online renter’s insurance provider
which shares data with numerous third parties. The data was latet sold as leads for future
business. This site had no opt-out policy and requests to the business owner went unanswered.
My response was to file a COPPA complaint. I informed the website owner, copying the abuse
address for his web host, that he was in violation of the Children’s Online Privacy Protection
Act (COPPA) by publishing the name and addtess of a child under the age of 13. I ptovided
my adult client’s details, The next day, the entry was removed. This was a bit shady, but
warranted in my opinion. I have little sympathy for these types of sites, and I hurt no one.
Surprisingly, this tactic works often when websites otherwise refuse to remove personal data.

Chris served less than a year in county jail for the home invasion, and he likely continues to
hunt her. While I have much higher confidence in my new strategy for her, he still keeps me
up at night.
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CHAPTER EIGHTEEN

MY SUCCESSES AND FAILURES: JIM DOE

When I became a police officer in 1997, I had absolutely no concern about personal privacy
and safety. My home loan and property taxes were in my name, and all utilities were sent to
me at the house., I was very publicly associated with my home and was even listed in the phone
book. A few years later, I was involved in a high-profile case that made me question my
transparency, While it took me a few years to get completely off radar, I was lucky that I never
actually needed the protection. This is not the case for many police officers today.

I often get panicked emails ot phone calls from cops that either attended my training or know
someone else that had. Something has happened in their lives that has created a spotlight on
them, and they realize too late that their entire lives ate available online. This was the case of
Jim Doe. Jim was a police officer in the U.S. that was involved in the shooting of a suspect
during an investigation. The shooting was later found to be justified, but that did not matter
much at the time of the incident. Befote a thorough investigation could be conducted, the
public and the media assumed that the officer was wrong and demanded immediate answers.
Protests began and media coverage fueled the hate expanding through the city. The focus
quickly turned to Jim.

Jim’s department refused to identify the officer that was involved in the shooting until the
investigation was complete, but that did not help him. Anonymous “hackers” began
investigating the incident themselves. They identified all of the police officers from that city
through public payroll records. They then eliminated those that were not on duty after
personal social network posts displayed them in family settings. The officers on duty the night
of the shooting were quickly identified. Calls to the station asking to speak with each of them
resulted in the same officer never being available. Officer Jim Doe must be the shooter.

People began spreading Jim’s name throughout social media, which the press picked up right
away. Online searches through various people finder websites easily identified Jim’s home
address, phone number, and family members. News ctews were stationed outside of Jim’s
home, hoping to capture a video clip of him walking to his car. Jim was stuck, and his family
was aftaid to leave the house. At night, protesters began throwing objects at the home and
yelled threats toward the entite family. Jim’s children could not attend school as they also
received threats over the internet. Jim reached out to me for help.
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This is a difficult situation. I can’t make him and his family invisible overnight, and I can’t
make the world forget his home addtess. All T could offer was to help him obtain temporaty
anonymous lodging and some peace. At that point, we could create a strategy to get his life
back in order. The first order of business was to get him and his family safely out of the house
without anyone following. This could be difficult as the group of people standing guard at his
house was growing every day. Simply driving him away from the home was not an option.

I contacted the local fire chief and explained the situation. He was very sympathetic, as the
police and fire departments work together closely. He confirmed that the fire depattment
possessed an ambulance crew as past of the setvice to the community. He agreed to assist with
the safe relocation of Officer Doe. We identified a time during shift change when an extra
crew would be available. This was to avoid any disruption of normal emergency setvice
tesponse. At that time, an ambulance with two medics responded to Jim’s house. The lights
and siren, which were only enabled upon artival at the home, cleated a path through the
aggressive crowd. The ambulance backed into the dtiveway until it reached the attached
garage. At that point, an off-duty officer opened the garage doot, which was almost touching
the ambulance, leaving only a small opening that allowed visibility inside. Jim and his family
loaded into the ambulance and it departed.

While the ambulance drove away, a police car followed slowly, creating a large gap between
the ambulance and press attempting to follow. No one would pass the police car on the two-
lane road, and the ambulance eventually disappeated. It responded to a pre-arranged meeting
spot where a family member was waiting with a minivan. The family loaded into the van and
then continued to a hotel the next city over. An unmatked detective car monitoted the
situation and confirmed that no one had followed the minivan. Step one was complete.

Jim’s department photo was leaked onto the internet, and his face was plastered on practically
every television in town. I did not want him recognized by anyone at the hotel. All it would
take was one cateless employee to tell the world where Jim was staying. Traditionally, this
could present a problem, as Jim will need to check into the hotel and pay by credit card.
Fortunately, thete are alternative options for this.

Before Jim’s arrival, I created a new Hilton Honors account online in a new alias name. I then
made a reservation at the desired hotel using this account and alias. I used my own secondary
credit card in order to hold the confirmation, but did not want to place the expenses on this
card. Within moments, I received an email from Hilton with the option to check-in online and
select a room. I completed this process through the Hilton website, which eliminates the need
to present identification upon check-in. It is designed as a time-saving option, but rarely is. A
physical credit catd is still required upon check-in, which I did not have attached to Jim’s new
alias. Fortunately, this Hilton property offers electronic locks that can be opened through the
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Hilton app on an Android device. Jim downloaded the app to his new burner Android phone,
and logged in with the credentials I supplied to him. I needed to wotk on anonymous payment.

I could not simply use his real credit card as attached to his real name for the hotel payment.
That was too tisky. In order for him to rest safely, it was vital that no one could connect him
to the hotel. Many of his co-workers offered their own cards, which was no better in my
opinion, Instead, Jim sent me his credit card details, and I created an account with the online
masking service Blur. Blur generates one-time use credit card numbers for any putpose. At
the moment of creation, the chosen dollar amount is immediately chatged to the real credit
card. The benefit of this new masked credit catd number is that any name and zip code can
be used during any purchase. The disadvantage is the fees associated with each purchase. This
would work fine in a pinch, but not long tetm.

I created a new virtual credit card in the amount of $500 and supplied this card to Jim’s two-
night stay. This action allowed me to prepay for Jim’s room, which authorized his phone to
unlock his room’s door without ever stopping by the front desk. Jim and his family walked in
the hotel, went straight to their room, and his Hilton app used his Android’s NFC connection
to unlock the doot. The family was now staying in a hotel safely and anonymously. Very few
trusted people knew their wheteabouts. There was no media hounding them, protesters
screaming at them, or rocks smashing their vehicle’s windows. It was quiet and created an
environment that could be used to regroup. I arrived the next day to begin planning his new
privacy strategy.

Jim was obviously shaken, but not neatly as much as his wife. She was a wreck. Jim had the
nerve for these types of situations, but it was killing him to see his wife scared. Eatlier that
day, she had received messages on her Facebook accounts that included manipulated images
of her children inside coffins. Combine that with a family of four stuck in a typical Hampton
Inn hotel room sharing one bathroom, and you have a stressful weekend on your hands. I
don’t know any patent that would not be upset.

There is no easy solution to this scenario. They can’t stay at the hotel forever and will need to
assume regular lives at some point. My immediate concern is always physical safety and shoxt-
term anonymous lodging, which I had achieved. The next step is mid-tert housing which
usually goes one of two directions. Either I establish an option that allows for a longer stay,
or I identify friends or family that can support them while I figure out the next steps. Jim had
no family homes where he would be comfortable staying, and his wife’s parents had passed
many years ago, leaving her as an only child. All of his friends were cops, which would never
work. Placing them at a co-wotker’s home could either jeopardize the safety of that officer ot
further expose attacks to my client when angry protesters decide that any local cop is fair
game. It was time to consider extended stay options.
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In 2014, I was the keynote speaker at an insurance risk conference, where I met the CEO of
a national chain of extended stay hotels. Out of pute luck, I was sitting at his table in a hotel
balltoom while I awaited my speaking slot after a few introductions and awards, When I saw
his name tag and the company name, I made him promise me that we could talk after my
session. He happily agteed and waited for me in the lobby aftet the event. The free open bat
with top-shelf spitits could have also had an impact on his commitment.

I gave him a very brief overview of the disappearing setvices that I provide, and he was very
intrigued. While displaying genuine intetrest, I could detect a hint of concern from his face
ovet why I was shating this information. I told him that I often run into check-in issues at his
hotels due to strict identity vetification protocols. These places can be stricter than a traditional
hotel since guests will often stay weeks or months while working locally in various industries.
They always want to know exactly who is staying thete and who should not be present on the
grounds. They also want to make sure they get reimbursed from the companies that are
providing lodging for their employees.

Once he interrupted with, “How can I help?”. T knew we would be long-term friends. I told
him that thete are two things that can help me and numerous clients that find themselves in
danger. The first is a fast-track check-in option that requires no identity vetification, and the
second is the same discount that he applies to his big customers. When a typical traveler shows
up to tent a room, he or she may have to pay $160 a night while the fracking employee in
town fot a few weeks is quoted $55. He was adamant that he would make sure that I get the
absolute bulk rates but was not sute how to tackle the identification issue. I did not necessarily
need his plan, as I already had my own. I just didn’t know if he would aggee.

My proposal to him was to add my company as a customer within his online billing system. I
had 2 legitimate LLC that was not tied to my name, but possessed purchasing power and had
a reliable funding source. His company would issue me a customer number and allow me to
book tooms online through their pattnet portal for the discount. I could book rooms that
would not tequire payment from the petson checking-in, and my company could be billed
after checkout. This was all fairly straightforward and would allow me to receive the lowest
pticing. The teal power in this proposal was that he would add the following within the notes
section, visible during the check-in process.

“This resetvation was conducted through the office of our headquarters. Mr. (CEO NAME)
has personally assured the guest that check-in will be expedited without the need for any
vetification of identification or payment. The customer is to be billed Net-30.”

He agreed and had his office set me up the week following the conference, It was nothing
mote than a typical commertcial account, but that small note made all the difference. Most
employees saw it while checking-in my clients and immediately offered a higher level of setvice
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without ID requirements. On one occasion, my client received great aggravation due to the
resistance on providing ID. She asked the reception desk to look for a note on the account,
and it was smooth sailing from there.

Ilogged in to my online portal for this extended stay hotel chain and located a hotel an hour
outside of our location. I made a reservation for 30 days and received a rate 75% lower than
retail price. I was able to secure a room with a full kitchen, two isolated bedrooms, and two
bathtooms. It would not be the Ritz, but it would be better than the current accommodations.
Jim and his family began packing,

You may wonder why I didn’t just start at the extended stay hotel and avoid the temporasy
stay at the Hampton Inn. The reason is out of respect to my friend that owns the extended
stay hotels. I promised him that I would never send a client that would cause any type of issue
toward his company or employees. I wanted to make sure we were clean from any followets
that would notify the world that “enemy number one” was at a propetty owned by my friend.
Therefore, I never start at one of those locations. That step needs to offer a clean spot that
can be used long-term if necessary.

Jim’s co-workers safely escorted him and his family in theit off-duty vehicles to the new
extended stay option. As expected, they were never prompted for any type of payment or
identification, and only had to show the printed reservation confirmation and putrchase order
created by my company to pay the bill afterward. Neither Jim nor his wife checked the family
into the hotel. One of his friends took care of everything and spent less than five minutes in
the lobby. They now had a place to call home for a while.

I gave Jim a week to tackle his own issues with his employer and the situation he was in. When
he reached out to talk about long-term plans, he asked if I would come see him personally. I
would have it no other way. When I artived, he went straight to the point. “I put my house
up for sale, my friends moved all of my belongings into storage, and my wife never wants to
set foot in that neighborhood again”, he explained in a very monotone, factual voice. “What
do we do now?” he asked, understanding that walking into a new home was not feasible
financially. I asked him if he ever considered being a nomad, which he did not answer. “Hear
me out”, I requested, and I started to explain the concept of the official nomad in terms of
home domicile in the United States. I gave him the following pitch.

“Imagine you ate tetited, your kids are grown and out of the house, and you are ready to
downsize, Maybe you live in a cold area, and the idea of chasing the sun is appealing. You
decide that you and yout spouse are going to sell all of your belongings, buy an RV, and follow
the weather. You hang out in Florida in the winters and explore the national parks in the
summer, You live in your RV and do not have a state to really call your own. This scenario
occurs to thousands of people every year, and those couples chase their dreams while enjoying
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the freedom of the life as a nomad. In fact, there are three states that recognize a defined
‘nomad’ and provide a home state without any physical residence within the boundaries.”

The skepticism started to break a bit, but he still did not undesstand how this applied to him.
1 continued my proposal.

“Think about those retirees. They must possess a dtivet’s license and an official mailing
address which can be used on any government document. These people stll exist and must
have an address lined up to receive mail, file taxes, obtain a passport, and maintain credit.
Florida, South Dakota, and Texas fill the void for these retitees needing an official home base.
The beauty of this option is that being retired or possessing an RV is not required. Anyone
can become a nomad, as long as you obey all of the laws surrounding this option.”

My ideas were starting to click with him, and the questions began to fly out of Jim such as, “Is
it affordable? Can I have a driver’s license without my home address on it? Would this buy us
some time to figure out the next steps?”, and many others. I responded “Yes to all”.

Jim was the perfect candidate for nomad conversion. He was in a tough predicament and
needed time. It would be months before any investigation was complete. He had nowhere
stable to stay. He was not sure what the future held. He did not know if he would need to
move out of state or if the day would come where he could return to the town whete he
wotked his entire career. Ultimately, he was in no place to make any type of commitment and
needed to float for a bit. I laid out the entire process of becoming a legal nomad and the entire
family agreed to cooperate with the plan. The remaining content of this chapter details every
step, including my mistakes made along the way.

I had personally become a legal nomad a couple of years prior to this incident, I always make
myself the guinea pig for all of my weird ideas, and this one needed to be bulletproof before
I offered it within my menu of services. In 2014, I took an early retirement from my law
enforcement job as a cyber-crimes detective. I sold my home and accepted a new position that
would have me traveling extensively. I would no longer be an Illinois resident, but I would
also not be connected to any other state. I would be a bit abandoned. I could have easily kept
my Illinois driver’s license and used a local PO Box, likely not drawing any skepticism, but it
felt odd. I had always used the address of the local police department on any government
identification, and that seemed inappropriate after retirement. The last thing I wanted was to
ruffle any feathers with my previous employer as I started a new venture. After much research,
I settled on becoming a nomad within a nomad-friendly state.

My four goals for Jim were as follows, with the reasons for each included.
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Obtain a new physical address. Jim will be selling his home, and he would be legally required
to provide his new addtess to the Department of Motor Vehicles (DMV) upon sale. The
moment he supplies the actual place he is staying, it is public information. Most states offer
some type of option to purchase various databases. Third-party data mining companies love
this, and the state makes a nice profit from out personal details. Within thirty days, the address
provided will be available on premium people search websites at less than $15 per query. 1
can’t allow that. Therefore, I need a physical address that can be used on a drivet’s license,
passport application, tax retutn, or any other legal document. It must also be an address where
Jim will never visit. Finally, it must all be legal.

Possess a reliable mail forwarding service. I will be forwarding Jim’s postal mail away from
his home to a commercial mail receiving agency (CMRA). This will also be public information.
Therefore, I need a service that will securely accept all of his mail and send in bundles to any
address I specify. This middle-man protects the final destination from public view.

Mislead anyone hunting him or his family. I must purposely pick a physical address that
would never be used as an actual residence. I have met privacy seekers that pick random
houses and claim they live there. This is itresponsible. I don’t want an activist to fite-bomb
some innocent person’s home thinking they are getting revenge on Jim. His new “home” must
be an obvious commetcial property that will confuse anyone that spends the resoutces
required to identify the location. He will never set foot anywhere near the location,

Buy as much time as he needed. Finally, I need a solution that will give Jim some breathing
room. Becoming a legal nomad can be tempotary or permanent. Jim and his family will not
need to rush into any long-term commitments and can let this whole situation unfold naturally.

For the sake of this chapter, assume that Jim chose South Dakota. The first step toward
establishing residency in a nomad-friendly state is to purchase a Personal Mail Box (PMB), as
explained previously. I was able to create an account online in his real name and use a
Privacy.com masked debit card to pay for the purchase. Every PMB service I have found
possesses awful online secutity, and I suspect that each have had a data breach of some
magnitude. Therefore, I never provide a personal credit card numbet.

For $300, I obtained a new physical mailing address, mail collection setvices, forwarding
options, and enough postage to easily cover outgoing shipments of mail for the next year. This
is a vital first step toward obtaining true privacy with a “ghost address”. From this point
forward, any time that my client is asked for a physical address by any government ot ptivate
entity, he will provide this new PMB address. While most PO Box addresses are not allowed
on personal documents, such as a loan or driver’s license, a PMB is allowed.
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Once the PMB was established, it is vety important to conduct a test. I sent a letter without a
retutn address to my client at the new PMB address. The package I chose fot Jim included a
mail scanning feature which emails him an image of the cover of every piece of mail as it
arrives. This is a great feature that I enforce with all clients. It is important to know when mail
artives and needs to be addressed. Within a few days, he received notification of the letter,
and we were in business. On one occasion, I simply assumed that a PMB was propetly created
for a client. Due to 2 bug in the outdated online system, she was given a different box number
which did not exist. She missed some important notices from a government agency which
caused quite a headache. This was my fault for not testing, Fortunately, a letter to that agency
directly from me accepting fault was sufficient to get her back on the right track. I now test
all new PMBs.

As stated previously, these PMB setvices ate mostly used by retited couples traveling the wotld
in an RV or pop-up trailer, The privacy policies associated with customer accounts possesses
the same security that you would expect from your grandparents. On numerous occasions, 1
have called the PMB company of my clients, stated I was them, and asked them to read the
return addresses of all mail pending in the box. I have never been denied this invasive request.
As a test, I once called the service and provided a random PMB number and stated that I was
missing an outgoing shipment. The representative quickly provided me the last shipment date
and address where it was sent. The security at these places is outright awful. However, I don’t
have a better solution. Therefore, we will get creative with the shipment address of the bundled
mail packages.

Eventually, Jim will buy a new home anonymously and he can open a traditional PO Box a
town or two away from his home. He can then have the PMB packages sent to the post office.
Until then, he needed to receive his package, and I couldn’t take the chance of an adversary
calling the PMB company to identify whete his shipments were being sent. Therefore, I
created a temporary solution.

I contacted an upscale hotel a few miles away from his current extended stay location. I made
a one-night resetvation in his real name for two weeks from the current date. I secured it with
his real credit card and confirmed the cancellation policy. I then requested the PMB to ship
all pending mail to my client at the hotel address. Tracking information identified its atrival,
and his wife went and picked up the package. She stated that she had an upcoming reservation,
but she wanted to pick up a package that recently arrived. The hotel staff verified her
identification and retrieved the item from storage. After she had the package in hand, I
canceled the pending resetvation without any charge on his card. Why did I have to be so
sneaky?

If someone convinced the PMB company to disclose the shipment location, this plan did not
impact my client’s immediate safety. Realistically, no one will ever know any of this happened.
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If an adversary identifies the Jocations of shipped mail a few months later, he or she will waste
a lot of time determining if my client is still at the upscale hotel. By then, he will not even be
living at the extended stay option twenty minutes away. It is an ideal temporary fix. If I had
sent the package to the hotel without making the reservation, it may have been rejected as
“Return to Sender”. Finally, the PMB is mandated by USPS rules to only ship packages in a
confirmed name. Every shipment that Jim requests will have his and his wife’s name as the
recipient. This needs to be kept in mind at all times, and Jim will need to be selective about
delivery.

I must confess that this idea of shipping to random hotels did not come to fruition proactively.
It was a reaction to an unpleasant situation of my own. In 2015, I forwarded my PMB mail to
an address of a friend whom I would be visiting. The package was delivered to his home in
my name before my arrival. I obtained the package duting my visit. He had no concetns about
privacy and had no objection to me receiving mail at his place. I didn’t think anything of this
for weeks after my departure. That lack of concern faded away quickly.

My PMB address is publicly available through data brokers such as CLEAR. This is by design.
It is an addtess that can be publicly connected to me without fear of compromising my true
location. Someone identified this address and contacted the PMB provider, pretending to be
me. The service provided this intruder the last address where a package was sent and a list of
pending mail waiting in my box. The subject then attempted to social engineer my friend. He
stated that he was with the PMB provider and that a package had been returned undeliverable
from my friend’s address. The subject then asked my friend where he could send the package
so that I could treceive it overnight. My friend honestly responded that he did not know my
home address, and the attempt failed.

I learned two valuable lessons. First, never forward mail from a PMB that could compromise
you. Send it to a UPS store or a hotel. This eliminates a personal attack surface. Next, I learned
that your friends and family can be the weakest link, If my friend had fallen for the attack, the
intruder may now know where I live. To this day, I have no idea who the person was. I only
received an anonymous email soon after my friend told me about the call. The subject
confessed to his actions but never disclosed his motivation. OK, back to Jim.

The only negative response to this scenario is the mischievous feeling of accomplishment by
Jim’s wife. After she received the forwarded package at a hotel where she never stayed,
containing out of state vehicle license plates from her “ghost address”, she was hooked. I had
created a monster. In her mind, she was Jason Bourne, and a bit too excited for the next level.
I watched her closely after that. Jim also had the nomad bug when he switched his license
plates from the old state to the new. He seemed excited that there was a tangible step in the
right direction, and he seemed to have a sense of a future solution to all of his problems. Next,
it was time to make them official residents of the State of South Dakota,
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The eight-hour road trip was full of excitement. Jim and his wife interrogated me on the next
steps and other levels of privacy they could achieve. I shared a bit about my personal strategy
and gave them some insight into the next tier. More importantly, the drive gave me time to
prepare them for the various roadblocks they would face aftet this next task. We talked about
address change notifications, credit freeze problems, insurance issues, and a slew of other
complications they had not yet considered. I assured them that I had solutions for them, but
it would not always be easy. Their lives had changed, and they had no option to return to the
ptevious version. Thete would be many additional hurdles to face.

We artived at the hotel, where I had arranged two rooms undet an alias name. I have not
stayed in a hotel under my real name in a decade, so I did not think much of this. Jim and his
wife were not prepared. The three of us walked to the counter and I supplied my alias name
as a2 new check-in and waited for the attendant to retrieve the reservation. Jim and his wife
simply stated at me with open jaws. I should have told them my plan, as they looked at me
like betrayed children, I provided a credit card in the alias name and a rewards card from that
hotel chain matching the identity for the reservation. I was not asked for identification, as I
had obtained the highest tier of their frequent traveler program. At that level, the rules rarely
apply, and the hotel cletk’s job is to make the stay as perfect as possible. I had identification
available if necessary, but it is rarely required.

My mistake here was not notifying my client of every action. The desk clerk picked up on theit
looks of sutptise at my name, and likely thought I was involved in some illegal activity. I now
explain everything at all times, and never present any surprises.

I gave them their room keys and we agreed to meet in the morning for breakfast (free of
coutse, thanks to the rewards status). My friends and family from my home town always seem
impressed at the petks I receive when we travel together. The truth is that it is a sad moment
when you achieve elite status. It cleatly reminds you that you have no social life and that you
may be ovetly dedicated to yout work. I would trade in all of my petks in exchange for the
lost time due to extensive travels. That is likely the most personal piece you will get from me
here.

In the morning, I outlined the plan. I was heavily armed with all of my previous mistakes made
in South Dakota, and I anticipated a smooth process. Jim and his wife seemed ovetrly netvous,
but I knew the feeling. The day I received my driver’s license as a nomad, listing a ghost
address as my home, I was beyond thtilled. It was my first experience with the process, and 1
expected to get arrested. It seemed so shady, but I now know better. I was about to walk two
clients through the routine with my head high, confident in my methods and the laws that
allowed the process.
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There was one hiccup during my own residency process that I will never forget, and which I
have never replicated. When I arrived at the DMV to obtain a nomad license, I had no proof
that 1 had stayed the night before in the county of the DMV building. This is a stetn
requirement that is heavily enforced, likely to make sure the county received the tax revenue
from a lodging stay. I had my hotel receipt, but it was in an alias name. I had to leave the
DMV, return to the hotel, convince the front desk to print an additional receipt in my real
name, and return to the DMV for more scrutiny. I eliminated that alias afterward, as it was
now directly associated with my true name within the Hilton system. Another lesson learned.

Before we all left the hotel, I asked the front desk cletk to print two sepatate receipts for the
two rooms. I also asked that she include each of my clients on the independent receipts. I
apologized for the trouble in advance and told her, “You know how bosses can be, everything
must be perfect”, She gave a nod as if she could relate and issued me two receipts. Jim’s name
was on one and his wife’s on the othet, We wete ready for the show.

The DMV was only a few minutes away from the hotel, and we artived before the cat could
properly heat. We sat in the car for a moment and made sute evetyone was ready. I told them
to follow my lead and assured them that we were about to conduct a very legitimate process.
Jim was ready to knock it out, but his wife appeared nervous., We stepped in to an empty
DMV building with three employees ready to help. In South Dakota, you are immediately
intercepted by a “greeter” who is present to help with the process. There are so many tetirees
that technically reside in this county, that the bulk of their business is out-of-towners that have
no clue what to do. This is very helpful, as it removes the scrutiny on our plans. I opened the
dialogue immediately with “Hi Tom, good to see you again!”, before the greeter had a chance
to speak. He vaguely remembered me but was not sure why. I continued with “I brought Jim
and his wife with me to get them set up as nomads since they just bought their first RV, and
our first stop is Mount Rushmore!”, which lit up Tom’s face.

Thave found this demeanor to create a great vibe within the office, and Tom likes to tell stoties
about his own RV adventures. He also happens to be vety fond of Mt. Rushmote. This
introduction was no accident. Tom works part-time on Mondays and Wednesdays. His work
schedule and dedication to the carved presidents is publicly available on his Facebook profile.
I have no shame; I will use every resource to my advantage. When Tom is happy, he makes
sure that my clients have no issues with their new nomad status.

Tom verified that both Jim and his wife possessed the following documents.

Current out-of-state driver’s license

Secondary ID (passport or certified birth certificate)
Vetification of SSN (original card or 1099 form)

Receipts showing lodging in the county within the past year
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e Additional documentation of South Dakota address
¢ South Dakota Residency Affidavit

Most of these items should make sense for any DMV license transfer. The additional
documentation of the South Dakota address is not absolutely required but has been very
helpful in the past. Showing your PMB company paperwork with your name and new address
is usually sufficient. However, I have had two situations where the DMV employee demanded
to see something official associating the person in front of her with the address being
requested for the license. This is where the vehicle registration comes in. Since I alteady
registered Jim’s vehicle in his and his wife’s name at his new PMB addtess, I had official
documentation from the state. Showing the title or registration vetification has always been
sufficient. If a car had not been registered, I could have presented an Amazon invoice ot bill
as proof. The most important lesson is to have more than you need upon artival.

Tom confirmed that their proof of a local PMB satisfied the state requirement for residency,
and they could legally call South Dakota their home if they wished. He informed them not to
wotry about the notification of potential jury duty. If they would be selected, a simple call
identifying themselves as full-time travelers who do not actually live in the state would temove
them from any obligations. Jim and his wife eagetly signed, and they were ushered toward a
DMV clerk, After a quick eye test and photograph, they both possessed South Dakota driver’s
licenses, and they were now officially residents of the state. While I wish I could discuss the
fanfare surrounding this event, there was none. We quietly walked out and returned to the car,

“Is that it?” Jim asked. I confirmed that we were done. He and his wife giggled a bit and I saw
a bit of hope in his face. He had been beaten hard by the events over the past month, but this
was a sign of a silver lining, We drove 8 hours back to his extended stay lodging and had a
closing conversation.

I advised him that the big steps had been taken to buy some time while still maintaining his
life’s responsibilities. He now needed to take the time to change the mailing addtesses on file
for every bank, utility, insurance, or financial company that he can think of where he may have
an account. Basically, he needs to treat this as a move from one house to another. Additionally,
he needed to visit a post office and submit an official change of addtess form, choosing the
“permanent” option on the card. This would forward his mail for several months while he

identified other accounts to update. As far as any entity is concerned, his new PMB addtress is
his home.

I should pause a moment and reflect on what this really accomplished. On the surface, he
simply possesses a new driver’s license and vehicle registration. This alone does not physically
protect his family from danger. The power of this strategy is the ability to use it as a tool for
future protection. Please let me explain.
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While Jim is in limbo and awaiting a verdict in reference to the shooting, he will be on the
move. He still needs access to his mail. He still needs to use credit cards and pay his bills. He
does not want to return to his home. This solution provided a secure repository for the
collection and distribution of mail on his own terms. More importantly, he has a physical
address to give to companies that apply scrutiny toward changes of address. If he simply
acquited a PO Box and provided the new address to his credit card provider, that company
would maintain his last known physical address on file. This PMB address replaces all
addresses on file and passes USPS verification checks. Jim can use this address for the rest of
his life if he chooses.

Itis well documented that states sell driver’s license data to third-party companies. The address
on your license is publicly available within dozens of free and premium search services. When
the next person wishing harm on Jim looks to see where he moved, the only data available
will be a commercial receiving service where he has never been present. When he sells his
home, the title and transaction forms will be public data. He must disclose a current address
during the sale. He now has a safe address to provide where a check can be received. When
this PMB is announced in the local paper within property transactions, he has no concern. Jim
can still exist, but not be found.

Jim was very selective of the details he was willing to share publicly, and his wife was even less
revealing. You may be wondering why I refetred to her as “his wife” so much, and never
provided a real or alias name. This was her choice. She asked to never be named at all, noting
a passage in my previous book Hiding from the Internet:

“Be careful when you select an alias name to use. Most people choose something they believe
to be random but can actually be very revealing. It might be the name of a celebrity that you
like or a distant relative that has passed. Either could be used to associate you to your alias or
potential online security questions.”

She simply asked to only be referred to as Jim’s wife at all times. I tespect her decision. Jim
would later be cleared in this incident and the shooting was ruled as justified. He left law
enforcement completely, and he continues to travel extensively with his family as nomads of
South Dakota. The threats died off, but they are still always looking over their shoulders. I
consider Jim a success. Things could always have been done better, and I learn from every
experience. The protections put into place for Jim had unintended benefits later. The
following happened several months after Jim became a nomad.

¢ An unknown individual attempted to place a “mail hold” on Jim’s mail. This is
common duting scam attempts when the suspect does not want the victim to receive
any notifications of financial transfers. Since Jim’s mail is at 2 PMB registered with the
USPS, a mail stop was not possible.
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¢ This same individual then attempted a permanent change of address in order to
forward future mail to another PO Box. Again, this was declined due to the mail being
collected at a PMB. The PMB services do not allow permanent forwarding as you
would conduct during a move.

o The suspect attempted to open a new retirement account in Jim’s name with his DOB
and SSN. Jim received a letter from this bank asking him to remove his credit freeze
before any new accounts were requested.

¢ Someone attempted a SIM swapping attack toward Jim’s cellular number which was
released during a doxing attack after the shooting, Per the instruction previously, Jim
ported his known number to Google Voice and adopted a new prepaid account. The
SIM attack was unsuccessful.

¢ Unauthotized people attempted to make changes to Jim’s personal checking account
during social engineeting attempts toward the bank. The attackers could not identify
the telephone number for the account when asked. When the bank called a verified

number on file, it forwarded to Jim’s MySudo app and he took the call, canceling the
changes.

If you were targeted in this manner, would you be protected? I hope this provides enough
justification for you to start making changes right away.
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CHAPTER NINETEEN

MY SUCCESSES AND FAILURES: MARY DOE

Duting 2019 and 2020, I witnessed mote extortion attempts toward my clients each year than
the past decade’s cases combined. The ability to mask a true identity on the internet, and the
online presence of practically everyone’s breached passwords, has created an opportunity for
mean people to easily act on their criminal impulses. My online extortion investigations usually
fall into one of the following categories.

Stolen Photos: This is the most common scenario. As I write this, I have three pending emails
asking for help. Typically, a ctiminal gains access to online backups of personal photos, usually
automated via 2 mobile device, and identifies any images containing nudity or sexual acts. The
suspect then threatens to release the images unless the victim provides either payment or
additional nude photos. The summary on the following pages provides more details,

Hidden Cameras: I have represented clients who have been the victim of hidden cameras
placed in hotel bathrooms, locker rooms, and other places of potential nudity. The recorded
videos are then used for extortion. In one scenario, the victim refused to pay, and the video
of her showeting was sent to all of her co-workers. In another scenario, a woman seduced my
client, brought him back to her hotel, and tecorded a sexual encounter. She then threatened
telease of the video if he did not pay her $100,000. It was a targeted and well executed setup.

Past Mistakes: In 2020, I assisted two clients with issues from their past. In one, a wealthy
business man was contacted by a stranger who claimed to possess a VHS video from 1987
depicting him in an “unflattering way” which could have an impact on his reputation with his
company. In the other scenatio, my client was sent images scanned from old photographs
showing him in “blackface” while in college. After refusing to pay $10,000, the images were
published online and forwarded to the board members of his company.

Stolen Accounts: Occasionally, I meet a client who has lost access to a popular online account
to a hacker. This includes celebrities who possess social network profiles with millions of
followers. Thete is a huge black market for these accounts, as they can be used to send spam
ot harm the reputation of the account holder.

These types of extortion attempts seem to be getting worse. The following pages present my
wortk with “Maty”, She and I hope that the details shared here will help others in similar
situations.
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I met Mary through a Hollywood acquaintance. She is not a household name, but is a very
talented actress with an impressive filmography. She reached out to me and we scheduled a
call over Wickr., Over the hour-long conversation, she explained the hell she was going
through and I began creating a strategy to gain control of the situation. The following outlines
every detail of her encounter.

During a Saturday evening out with friends, she received a SMS text message on her iPhone
from a strange number. It simply stated “I have your nudes, want proofr”. Before she could
respond, the suspect began sending images of her to her phone. These included intimate
photos she had taken and previously sent to her boyfriend. She responded with “Who is this?”
and the suspect began making demands. He threatened to publish the photos to the internet
and send copies to all of her friends and family if she did not pay him $50,000 in Bitcoin. He
advised she had 24 hours. An hour after these messages, she had contacted me for advice.

My first suggestion was to cease all communication and ignore any further messages. In
general, I always recommend this. The moment you tespond to extottion, the offendet knows
you have seen the messages and almost always becomes more aggressive. Preferably, no one
should ever respond to these. There is usually nothing you can do or say to prevent publication
of the images. We were past that, so it was time to begin the investigation.

The telephone number of the suspect displayed a Los Angeles atea code, but that alone means
nothing. I queried the number through dozens of online search tools which only revealed
“Los Angeles, CA” as the subscriber information. This confirmed my suspicion that this was
a VOIP number which was not assigned to a cellular account. I logged in to a free trial account
at Twilio, opened the dashboard, clicked “Lookup”, selected the “name” and “cartiet”
options, and conducted a seatch. The result identified the VOIP provider as “go-text.me”.
This site, located at https://go-text.me, confirms the number to be associated with a mobile
app which allows “Unlimited texts and calls to the US & Canada from your own real phone
number”. These numbets are commonly used to harass victims without disclosing a true
identity. I now knew the service, but had no details to identify the suspect.

Next, I wanted to determine the way that the suspect accessed her photos. I confirmed that
she synchronized all of her iPhone content to iCloud, including photos. I had her log in to het
Apple account through a web browser and click on the Devices option. This displayed only
her iPhone and MacBook laptop. This eliminated the possibility of another device associated
with her account. Howevet, it does not disclose access to her iCloud via web browser. While
logged in to her iCloud account, I had her click on the “Sign out of all browsers” option and
change her password to something randomly generated by a password manager. Next, I had
her conduct a search within the email account associated with her Apple ID for “Apple ID
was used to sign in”, This revealed a message in her spam folder announcing that someone
had successfully accessed her iCloud account which included the date, time, time zone of the
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uset, and browset details. She confirmed that she has never accessed het account from a
browset,

I now knew that someone had accessed her account at a specific time, and could make
assumptions about the activity within her account. He likely alteady downloaded all of het
photos, contacts, email, and other details. A quick search of her email address within my own
data breach collection identified two commonly used passwords. She confirmed that one of
them was her previous Apple ID password. I now assumed that the suspect found her email
address online, identified a known password within a public breach, accessed her iCloud
account using those details, identified her telephone number via her Apple account,
downloaded all of her content, and then began the extortion attempt.

The suspect continued threatening her via text message and became mote aggtessive as she
ignoted the communication. She seemed willing to pay money to the hacker, but I always
discourage that. I have hesitantly assisted ransom payments for clients, but the outcome was
always the same. Even after the suspect received payment, he ot she went ahead and published
the content. There is no honor among thieves. I explained that there was a very good chance
that these images would be published online regardless of meeting any demands, and there
was little to nothing she could do at this time. If she paid the extortion, the attacker would
keep the images and probably post them later. It would also make her a bigger target. If she
paid once, she would likely pay again. Paying into ransom and extortion demands is never a
solution, it is usually the beginning of a bigger problem.

The next morning, she woke to find a slew of text messages from the suspect. Although her
24 hours had not expired, he began posting content to the intetnet. This confirmed my
assumption that he would publish content regardless of payment. One of the messages
contained a link to a page on Pornhub.com. The page presented a video which cycled through
her stolen sensitive images. Her name was present within the title of the video, similar to
“Mary Doe naked and exposed”. She was devastated to say the least. His text messages
indicated that he had not sent this link to anyone yet, but demanded immediate payment in
otder to keep it private. He sent her a list of all contacts from her phone, which had been
previously synchronized to her iCloud account. He informed her that she had two hours to
send the Bitcoin or else all of these contacts would receive this link.

Mary and I discussed the options. She said that she could raise the $50,000, but it would take
some time and would cause financial strain, I again informed her that paying the ransom would
not eliminate the potential of public exposure. The prematute posting of images and childish
language convinced me this was an immatute young adult who simply knew enough about
internet secutity to be dangerous. I discouraged any payment and convinced her to focus on
damage control.
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During our conversation, the suspect began sending the link to various members of her
immediate family. Again, he was dishonoring his own deadline for payment. He sent the
messages to the email addresses of her mother and brothets from a ProtonMail address in her
name, similar to therealmarydoe@protonmail.com. The messages included the text of “Hey,
check out my new promo pics for my next movie!” and a link to the pornographic images.
While Mary began contacting her family in order to warn them about the abuse, I focused on
removing the content from Pornhub.

Fortunately, removing content from porn sites is extremely easy. Most of them immediately
remove the requested URLs and perform a manual review afterward. I submitted a request
through the Pornhub removal page and cited the following reasons.

“Revenge porn, blackmail, & intimidation thtough a video published without authotization.”

Almost immediately after the submission, the Pornhub link began forwarding to an error page.
The content was no longer available, for now. I know from experience that this suspect was
not likely to go away, and he would probably become more aggressive. However, the messages
currently waiting in people’s inboxes would not expose my client. We did not respond at all
to his messages, and waited for his next move, which came about an hour after his previous
contact. He sent Mary a new link to an online blog hosted on a free WordPress profile. This
page contained three of the pornographic images of Maty, but the pictures were somewhat
sanitized with small black bats covering vital ateas to prevent them from technically portraying
potnography. I had never seen this modification step before.

I immediately submitted a removal request to the appropriate page on the WordPress
platform. I cited the Digital Millennium Copyright Act (DMCA) since Mary owned these
images and WordPress may not deem them to be pornography. Within an hour, I received the
following response from WordPress.

“We have reviewed your DMCA notice and the material you claim to be infringing. However,
because we believe this to be fair use of the material, we will not be removing it at this time.
Please note that Section 107 of the copyright law identifies various purposes for which the
reproduction of a particular work may be considered fair, such as criticism, comment, news
repotting, teaching, scholarship, and research. You are required to give consideration to
whether a use of material is fair before submitting a takedown notification, as a result of the
decision in Lenz v. Universal. Please note that you may be liable for damages if you “knowingly
materially misrepresent” your copytights — and we may seek to collect those damages.”

Not only did WordPress refuse to remove this inapproptiate content, they threatened to seek
financial damages from me for submitting a removal request, as I briefly explained within a
previous chapter, I was shocked and quite angty. I submitted a second submission, but avoided
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the DMCA process. Instead, I navigated to the abuse reporting site at
https://wordptess.com/abuse. I chose the option of “This content contains my private
information” and provided the URL of the exposure. WordPress notified me that the
company does not believe “Photos of people”, “Publicly available physical addtesses, email
addresses, or phone numbers”, or “Names” to be private information. In the box designated
for further information, I entered the following,

“Nude photos on this page depict a person (me) who was a minor. Child pornography is
defined as nude photos of a person under the age of eighteen. Please remove these illegal
images immediately.”

Hold your hate mail. First, my client is an adult in her 20’s, The nude images depicted what
appears to be a young woman in her late teens or early twenties. Second, I found it
unacceptable that WordPress would defend this type of extortion behavior. Finally, I said
nothing untrue. The page does contain nude photos, My client was a minor at one time, just
not now. Child pornography is illegal. These images ate illegal as they were stolen as part of
an online intrusion and extortion attempt. Notice I did not state that the images posted were
child pornography. Within an hour after submission, the page was removed. You may disagree
with my strategy, and I do not recommend that you replicate any of this without legal counsel,
but the ultimate goal was reached. The inapproptiate content being abused was removed.

The suspect was irate. He did not know with certainty that we had removed the page, but he
. p . . p g
knew it was gone. His response to our cat-and-mouse game took things to another level. He
g . p . g g . .
putchased a domain name and hosting account in ordet to continue publication of the nude
photos. He then forwarded the new web page address to the same contacts as the previous
attempts.

This presents the most difficult type of content to temove. Since this is a personal website, I
cannot submit a request to the host, such as Pornhub or WordPress. Obviously, a removal
request to the suspect would be pointless, The suspect had enabled privacy protection which
hides the identity of the owner, which was likely false information anyway. A query of the
domain, which was similar to marydoeexposed.com, identified the web host, which offered
the first month of service for less than $1.00. From the host’s website, I identified the
appropriate abuse contacts. I sent the following email to the abuse team.

“The website located at marydoeexposed.com contains nude images of me which were stolen
from my iCloud account. Distribution of these images through your setvers is a violation of
copyright laws and subject to civil litigation. I demand that these images are removed
immediately.”
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The entire account was suspended within hours. Mary and I both knew that this game could
go on forever. We agreed it was time to step up the investigation into the identity of the
suspect. Mary filed a police report with her local police department while I began digging.
While I have witnessed some law enforcement agencies take immediate action, the reality is
that their resources are limited. If a local department does not possess officers trained in cyber
investigations, they simply do not have the tools or knowledge required to tackle these
sensitive investigations. Most departments refer victims to the FBI, which has its own
complications. It can take weeks or months for a federal investigation to be approved and
launched. While I am happy to cooperate with any law enforcement willing to assist, my
priority is to remove content for my client in order to minimize exposure as quickly as possible.
Filing the report was only a formality. It notified law enforcement of the incident and allowed
them an opportunity to investigate. When I am criticized later duting an investigation, which
happens often, I can prove that I made an attempt to bring law enforcement into the case.
However, I do not wait for them.

I began reviewing all of the online evidence I had captured before removal. This included
screen captures of all pages and content. The Pornhub username for the original publication
was similar to “ihackcelebs4fun”. I began researching this username which mostly forwarded
to other Pornhub pages identifying previous victims. However, I located several posts on
Reddit from a person with the same moniker. The post matched the activity of posting stolen
photos. I decided it was time to initiate contact. I located a Pornhub video which the suspect
had posted a month prior to my client’s content. I sent a direct message from a covert Reddit
account to the suspect’s Reddit username and referenced the older video, which was still
online. I told him that I had a ton of similar images and asked if he was up for a trade. I offered
to send content first so that he knew I was not trying to rip him off. This message was sent at
noon on a Sunday, and I had heard nothing back by the end of the day. I assumed this was a
dormant account and my message would go ignored.

While I was doing this on Reddit, Mary sent a response via text message to the suspect. She
stated that she was wotking on getting money into Bitcoin, but assured that she had the
funding. She insisted that he post no further images, and that she would refuse to send the
funds if he did. He agteed to wait until the following day, which bought us some time, There
was no intent to send any money. This was simply a ruse to stop the posting game and allow
me to focus on the investigation.

At my direction, Mary sent a text message stating, “I tried to pay BTC to the address you gave
me but it said bad address. I don’t know what to do”. The suspect became frustrated, but this
is common in extortion, Telling people who are unfamiliar with Bitcoin to send large sums of
digital currency is almost always met with problems. He asked which company she used, and
she stated, “Coinbase”, which is 2 popular Bitcoin exchange. He asked her about the error
message and she played dumb. He then gave her a command for which I was waiting, He
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texted, “Send me a screen capture of the error”. This excited me because he was opening an
opportunity for me to send some bait, I advise Maty to respond, “It says file to large. What is
your email? I can send it there”.

Iwas not expecting him to share a personal email account in his real name, but communicating
over email can have great advantages. My goal was to send him an image which included
embedded tracking software which would disclose his IP addtess, computer details, and
possibly approximate location. Once he disclosed his covert ProtonMail address, I took over
all communication. I sent an email from an account through Gmail which I had created in
Mary’s name. It included a link to an image which I knew would appear as a Photo-shopped
file depicting a Coinbase account with a $50,000 balance. The content was not impottant, but
I hoped it would get him excited. Instead, I was counting on him clicking the link without
much investigation.

The link was generated by a service called Canary Tokens (canatytokens.otg). It allows me
to send a URL displaying any image desired. When a target clicks the link of the image and
views the content, a small sctipt attempts to gather the information about his computer and
connection as mentioned previously. This is always a gamble. Tech-savvy people know to look
for this and will likely block the attempt. After analyzing all of his communication, he seemed
like an anxious person just looking for a quick payday. Within a few moments after sending
the link, I received a notification from Canary Tokens that the bait was taken.

The report stated that the offender was on an iPhone and disclosed the IP address of the
connection. I had hoped that sending an email instead of text message would encourage him
to check from his laptop, but this failed. After a quick search, I determined that the IP address
was assigned to a VPN company, and was practically useless. This was also a failure. We wete
getting closer to him, but were far away from discovering an identity. The suspect responded
via text telling Mary to try the payment again, Mary said that she will keep trying if he promised
to stop uploading content. He agreed and we closed our investigation for the day. Maty ended
the conversation with, “I can get this done first thing tomortow”.

I woke up Monday morning to find an alert of a pending message within my covert Reddit
account, The message, from the same username as the suspect Pornhub account, confirmed
he would be interested in trading stolen photos. The previous attempt to obtain his IP address
through a trap embedded into an image failed, but I found no harm in trying again. This was
a different platform and a new day. I created a new infected image and sent it to his Reddit
username. I sent a poor quality still capture from a publicly available pornographic video. This
was a grey area, as I did not own the image or have authority to distribute it. However, 1 feel
the intent justified the risk. Within seconds, I received a response within the Canary Tokens
website. This time, the IP address was not associated with a VPN and the link was not opened
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from a mobile device. Instead, the IP address was assighed to a national chain of banks and
the computer used was a Windows 10 desktop with the Chrome browser.

I did not want to get my hopes up. While my suspect could be an employee of this bank, he
could also be someone using public Wi-Fi at the business, a criminal connecting through a
compromised on-site computer, or any other type of proxied association. My research into
this bank indicated there were numerous buildings within the metropolitan area of the IP
address block. This was a lead too big to ignore, but it would not be easy to isolate a specific
offender.

I set my sights on the possibility that my suspect was a bank employee. Banks typically do not
offer free Wi-Fi due to security reasons. Checking a Reddit message through a compromised
business computer seemed to be a stretch. My hopes were that my offender was just sloppy.
T identified the Chief Secutity Officer for this national chain of banks and contacted his office
via telephone. After a few hops, I was connected to his secretary. I calmly and politely
explained the situation without providing too many details, and made it very clear that an
employee of this bank was using corporate assets during work houts to commit extortion. She
seemed to take things setiously and promised to have someone contact me soon. An hous
later, I received a call from an attorney representing the bank.

The call was awkward to say the least. It was obvious that the attorney did not want to
implicate the bank in any way or acknowledge an internal issue. At one point, he asked, “What
are you asking us to do?”’, which I eagetly answered. I cleatly explained that my only goal was
to protect my famous client. I had no desire to smear the name of the bank or go public with
this information. If the bank was willing to cooperate in identifying the employee responsible
for this situation, I was willing to keep it quiet. If the bank refused to cooperate, I was willing
to take my evidence to the local police, which would make the entire scandal public
information. I exptessed my opinion that we both had much to gain by keeping this
investigation as quiet as possible.

The attorney quickly ended the call and refused any further contact attempts from me. Lesson
learned. Much like my job is to ptotect my client, corporations only look out for their own
best interests. This was a failure. Fortunately, I did not disclose any details which would help
them identify the suspect and compromise our own investigation. I went back to the drawing
board.

While T was contacting the bank, Mary was receiving additional messages from the suspect.
He told her that time was up and either she must pay or he would publish all of her photos
directly to her contacts and send copies to vatious tabloids. He further threatened to create a
torrent file which could be seeded in a way which could never be removed. It seemed that we
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had stretched his patience. I had yet to hear back from any law enforcement personnel about
the possibility of opening an investigation,

I revisited his online presence. I read through every post he had made on Reddit. In retrospect,
I should have started there before trying to get his IP address. His post history seemed
redacted. There were posts which had been deleted and some which appeared to have
modified text. I replicated my search of his posts on a third-party archive called Pushshift
(pushshift.io). I generated a custom URL which would display all posts made by him as they
were archived soon after publication. The exact URL for this example username appeared as
follows.

api.pushshift.io/reddit/search/comment/?author=ihackcelebs4fun&sort=asc&size=1000

The result was over 200 posts made by the suspect over the past two years. This presented
much mote content than I found on his live profile, I began devouring posts for any further
clues. Within this treasure, I found posts about banking, which fit the employment at the bank
identified in the IP address. I also found numerous posts within the Pomona, California
Subreddit (https://reddit.com/r/Pomona), which was within the geographical area of the IP
address. I was getting closer. The gold prize was the following deleted message.

2019 Acura TLX Tech Trim in like-new condition. 3457 miles. No damage.
https:/ /imgur.com/a/XaOj4rC

The Imgur link displayed several photos of a vehicle, and the post was recent (2019). None of
the images displayed a license plate, but this was my next solid lead. I replicated the search of
“2019 Acura TLX Tech Trim” on Craigslist and received the following post.

2019 Acura TLX Tech Trim in like-new condition. 3457 miles. No damage. Call Matt at (909)
[REDACTED].

The post included the full telephone number and the same photos as linked from the Reddit
post. I now knew his name was potentially Matt, he might work at a specific bank in the area
of Pomona, California, and he might own a 2019 Acura. I teplicated my search on Twilio of
this number which provided a potential last name. I searched this name on LinkedIn, but
received no results. I eventually found a person with this name from Pomona on Twitter.
However, there was no direct connection from that account to my suspect. I presented all of
my information to Mary, and proposed one last desperate attempt.

Since time was not on our side, and we expected the suspect to blast her details to all of her
> p
personal and work contacts, I proposed we call him out. Tell him what we “know” about him
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and hope it is right. If we are wrong, it may make him laugh and go crazy online. If we ate
right, it may scare him. In my mind, we had nothing to lose. I was confident the suspect
planned on publishing her photos regardless of payment. She agreed with my plan, and I sent
the following email to the ProtonMail address received earlier. I placed [REDACTED] in
place of the actual details which I disclosed to him.

“Hj Matt,

I am assisting Mary Doe with the investigation into your extortion attempts. My final report
has identified you as Matt [REDACTED]. You work at the [REDACTED] branch of
[REDACTED] Bank. You drive a 2019 Acura which you are having trouble selling. I have
evidence that you have used computers owned by your employer as patt of this crime. Since
these are bank assets associated with a corporation covered under FDIC rules and laws, thete
are substantial federal offenses for which you can be charged. Mary and I are still determining
out next actions. For now, we are demanding you to cease all distribution of content while
destroying all related data. In return, we will consider keeping our evidence to ourselves. If we
receive no response from you, we will forward this content to your supervisor,
[REDACTED], as well as Detective [REDACTED] at the Pomona Police Department.
Extortion sucks, eh? You can respond here or contact me directly at [ REDACTED].”

This is where I want to tell you that he was scared. I want to close this chapter with a victory
and messages from the suspect pleading with us to show mercy toward him. That would be
untrue. He did not respond to me at all. Instead, he released all of the images as promised and
sent links via email to every contact on my client’s phone. Maty was officially exposed to the
wotld.

You may believe I reacted foolishly. You are right. It was a desperate attempt, and it failed. It
expedited us into the position in which we would have likely found ourselves, even if we had
cooperated and given money. I began removing the online content he published, which was
faitly successful. He simply replicated his methods of publication from eatliet, and I reactively
tackled each exposure. He never posted a torrent file, but the damage was heavy. Numerous
friends, family membets, associates, co-wotkers, and business interests of Mary viewed the
sensitive photos. All of them will say this event had no impact on their relationship with Mary,
but I don’t believe that. Today, all of the content has been removed.

A few days after the final exposure, a detective from Mary’s local police department
announced she would be opening an investigation. I made full disclosure of my actions, and
accepted all responsibility for the outcome. I was chastised for a few minutes, but we then
began strategizing about the next steps. The detective was very shatp, but had no experience
with computer crimes. However, she had something more powetful. The detective could
request court orders.
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She first targeted Pornhub for information about the uploader, but they are a Canadian
company. Her U.S. court orders would be of little help. She then reached out to a liaison with
the Royal Canadian Mounted Police (RCMP), and they agreed to create a Canadian order on
her behalf. This is actually quite common in law enforcement. While she waited, she issued a
court order to Reddit demanding information on the account I had located. Reddit confirmed
the user’s IP addresses and Gmail address provided during creation. A court order to Google
provided enough information to confirm the identity of the suspect. A watrant was issued and
he was arrested within a week.

I am intentionally leaving out some of the details at the request of the detective who worked
the case. However, I can disclose where I was wrong. My fatal mistake was assuming the
vehicle posted on Reddit belonged to my suspect. It did not. In fact, we have no idea why he
posted those images. Getting this wrong led me to disclose 2 name to the suspect of which he
had likely never known. My education from this is that any suspect can really throw off an
investigator by posting a vehicle for sale which has no connection to him.

The suspect did work for the bank, but not at any local branch. Enough of my email was
wrong that he felt confident teleasing all of the photos. A search warrant for his laptop, which
had been seized during his atrest, indicated that this was the seventh incident of attempted
extortion. Five, including my client, never paid. Two paid the full amount requested. All seven
victims had their photos released publicly. Because of this, I don’t have regret in my actions.
It was a lose-lose situation. However, I now handle these extremely differently.

I tell all of my clients, regardless of the situation, absolutely cease all communication with the
suspect. Thete is nothing to gain. Furthermore, no response to the extostion at all has been
the most successful strategy I have found. If you ever receive an extortion attempt, I encourage
you to completely ignore the demands. Paying the ransom usually results in published data
anyway. Responses confirm that the suspect has your attention. Notify law enforcement, and
hope that your local agency has the resources to investigate.

After this event, Mary obtained all new hardware, online accounts, mobile plans, and alias
profiles as explained throughout this book. The Apple account was completely deleted. The
suspect was charged with several counts of extortion, released after posting bail, and is
awaiting trial during the writing of this chapter. Neither Mary nor I have seen ot spoken to
him and he has made no attempt to contact either of us. I watch the case closely, and I will be
present when Mary testifies.

I want to close this chapter with some lessons learned which may help readers digest the
recommendations presented toward the beginning of the book. My focus hete is to simply
present the methods which could have prevented the entire mess. Please know that I am not
blaming Mary. I have executed very similar digital blunders toward my own profiles before I
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jumped into the privacy and security game. Ten years from now, I might be disgusted with my
current strategies presented here. Hindsight is always 20/20. Treat all mistakes as an education.

Mary’s Apple account was in her real name and associated with a mobile device
serviced in her name. Ideally, Apple (or Google) should nevet know your true identity.
This way, social engineering attacks toward Apple are very difficult. If a suspect does
not know the name you used to create an account, abuse of telephone, email, and in-
store support should be quite difficult.

Mary’s email address to access hetr Apple account was a publicly identifiable personal
address. Most of us have at least one email address which is publicly associated to our
name through online people search sites, data breaches, of social networks. The email
address connected to an Apple ID or Google account should always be a unique
dedicated generic address. It should not be used anywhere else. This prevents
attempted password resets and login attempts.

Mary recycled a password from another online service to her Apple account. I have
done this before, but I was lucky to avoid any compromised accounts. Every password
should be unique for each service. Password managers can generate random options
and store them for easy usage.

Mary’s iPhone was configured to enable iCloud synchronization, which is the default
option, This copied her contacts, photos, videos, documents, and other details onto
Apple’s servers. Once the suspect accessed her account, he had his own copy of her
data. T insist that any mobile Apple device is never allowed to access iCloud. I also
check the online iCloud account associated with an Apple ID on occasion in ordet to
verify that no data is present.

Mary allowed her mobile device to be the primary storage of personal photos and
contacts. Even if she had disabled iCloud, it could have been re-enabled after a major
softwate update. Because of this, we should never stote contacts in the default device
address book, nor photos on the device’s internal storage. Instead, store all contact
details within ProtonMail and copy and paste from there when needed. Photos and
videos should be occasionally moved to secure storage within a VeraCrypt container
and removed from the mobile device.

The telephone number associated with the Apple ID was Mary’s true cellular account.
This allowed the suspect to initiate conversation through her native messaging
application. If he had attempted a SIM swap or malware attack, he could have had
success. If Mary had provided Apple a VOIP number, any attempted attacks would
have been minimized. Avoid giving Apple ID (or Google) accounts any number when
possible by signing up through their website (instead of from the device). Apple still
knows the cell number assigned to the device, but it would not be visible to the suspect
within the iCloud account.
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Today, Mary has exceptional digital operational security. Occasionally, she forwards ideas
which I had never considered. The entire LineageOS section within Chapter Sixteen contains
heavy input from her, as she has completely moved on from Apple devices.

Failures

There are plenty more failures that could fill twice the pages currently in this book, such as
the following, which all happened to me over the past four years.

I wortked with 2 CEO dealing with death threats, staying at a hotel under an alias, but attending
a convention next doot under his real name. It did not take long for his adversaty to find him
and his room using the methods discussed ptreviously. Sutptisingly, the suspect did not
confront my client, but his restaurant bills were enormous thanks to the culptit’s taste fot
expensive steaks (all billed to my client’s room). The intruder creepily stalked my client from
a short distance, and I had no clue. At one point he introduced himself to the client’s daughter
at the hotel pool. I learned about this after the event. This was the last time I tried to run
counter-surveillance for a client. I now hire professionals to do the job right.

T assisted a victim of extreme physical abuse received from her husband. She was hospitalized
due to his violence. Her mother hired me to remove her from the hospital and take her
somewhere safe and away from him. The husband was always by her side to make sure she
did not talk with the police. When I saw an opening, I executed my version of an extraction.
I tried exiting with the victim in a hospital gown through a fire escape, and hospital security
detained me until the police arrived. The police questioned me for over an hout. Not my best
execution.

Another domestic violence victim contacted me desperate for assistance leaving het abusive
situation. She had no money, and a relocation would not be cheap. I was working with a
celebrity at the time on a completely untelated matter and spoke generically about the situation
she was in. He insisted on paying her costs and she was safely relocated under a new alias
using the techniques discussed here. She insisted on meeting him to thank him. He wanted to
meet her as well. With both clients’ consent, I arranged a secure communications channel
which either of them could destroy if desired. They hit it off. Too well. She was photographed
having lunch with him in Los Angeles, and the photo was published in a tabloid. My job was
to create a private wotld for the client, not place her photo in a magazine. This was a valuable
education.

In eatly 2019, one of my clients received a text message with an attached photo. It was a selfie
from her former lover displaying luggage and an aitline ticket to the airport near her
“anonymous” home, She had been hiding from him after suffering years of physical abuse.
Somehow, he had discovered the city she was in, and he appeared determined to come find
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her. I needed to buy some time, so 1 turned the tables on him. I could see the aitline cartier
from the ticket and the departure and arrival details. Out of desperation, I began sending him
text messages stating that his flight had a three-hour delay. He bought it and stayed at home
while continuing to send her text messages. He arrived at the airport an hour after his flight
had left and discovered there was no delay and that he had missed his flight. I still receive hate
mail from him weekly as he has now become my stalker after the client bragged to him about
my services (Hi Jerry).

I have been on the receiving end of a felony stop after a stalking suspect called the police and
reported me as a kidnapper. I was once declined nomad enrollment on behalf of a client on a
late Friday afternoon due to missing paperwork, requiring us both to stay in town until
Monday. Once, while impersonating a client during an email attempt to remove online
information, I was asked “Is this Michael Bazzell?” by the customer support for the service.
While these situations wete all quite embarrassing, they were also educational. I will never
forget the mistakes I made which led to these failures, and I will never repeat them,

I have also made mistakes in reference to my own privacy strategies. Years ago, I initiated a
contract for a new personal home and provided earnest money to the title company from a
trust. Aftet everything was accepted and both parties agreed to all contingencies, I had to back
out. While visiting the home on several occasions, I realized I had my work phone with me,
actively connecting to cell towers. I slipped and took a business call in front of the listing
agent, She heard enough of the conversation to know my unique business details. Worse, I
made an initial call to the power company from a VOIP number associated with my real name,
which was likely added to the profile for this address. It is very possible none of this would
have compromised my ptivacy publicly. I couldn’t take that chance. T likely overreacted out
of patanoia fueled by my past. The lost earnest money was the expense for that education. I
was ready to do it right the next time.

I disclose all of this to stress one important final thought. Achieving extreme privacy is an att,
Books full of tutotials such as this lay a good foundation for achieving a level of privacy
appropriate for yout situation. However, no book will provide everything you need to live a
completely invisible life or create a new life for others. My best education has been through
experiences and failures. My failure rate at various tasks was very high eatly in this game. I
have been denied utilities in an alias name on behalf of clients more than I have been granted
anonymous accounts. I happily admit that I have failed more than I have succeeded, but that
ratio becomes lowet every year which goes by. In the past year, I have had a 100% success
rate with achieving anonymous homes for clients. It took time to develop the proper execution
of each technique. Expetience will go further for you than any written text. I hope something
in this book helps you achieve your privacy goals.
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Thete ate many other less-than-ideal scenatios which I can never disclose publicly. I will only
say that I am honored to have been ttusted by so many clients over the past several years. This
has created friendships with amazing people, all of which are bonded by the secrets which we
have all sworn to keep private. Because of these promises, I have reached the end of the details
authotized for publication by my clients. I sincerely thank all of them who allowed me to
provide an insight into the need for privacy and security.
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CONCLUSION

I truly hope you never need the strategies discussed here. The best-case scenatio is that you
had an interesting read about the lengths some people go through to protect their privacy. As
stated in the beginning, there will be no time to fix things if something bad happens. Extreme
privacy is not reactive. It only works when you proactively protect every level of your own
exposure. This requires a lot of effort. However, once everything is in place, you can
expetience the comfort of knowing you possess a private home for you and your family, secure
digital habits, and the knowledge to create a private bubble whenever needed. If any negative
incidents come yout way, you have a safe retreat which no one knows about. Joutnalists,
private investigators, enemies, and criminals will have no way of finding you. Stay safe, and
stay private.

If you have adopted the strategies within this book, congratulations, You ate sitting in your
anonymous home with no affiliation to your name. The car in your garage possesses license
plates that cannot publicly be tracked back to you. You have a ghost address, and appear to
be a normal person on paper. You have never been to your “official” address on file. You
have trusts and LLCs executed and ready to be used for privacy protection. You possess
anonymous payment soutces and can tackle daily purchases without exposing yourself. Your
email accounts are private and secure, and everything in your digital life possesses unique and
randomly generated passwords. You have an extremely hardened life, and will be a very
difficult target if anyone should come after you. You are practically invisible.

If you would like to stay updated in reference to the latest privacy, digital security, and online
investigation strategies which I teach, please visit https:/ /inteltechniques.com. On this site,
you can access my weekly podcast, blog, and contact information for live events and personal
consultations. Thank you for reading. I wish you the best in your privacy adventure.
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