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A Simple Disclaimer…
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Remember the Electronic Voting Hubbub
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This Happens All The Time
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The “Gas Pump” Key Fiasco
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Key Switches
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What About Machines?
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Buy Your Neighbor’s Keys
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What About Vehicles?
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How Does This Happen?
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phone call in talk

14.001574
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Look Up Your Neighbor’s Key
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What About Government Keys?
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Keys Protected By Code
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Keys Published In Code
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18 U.S. Code § 1386 - Keys and keyways used in security by DoD

(1) ... any lock or key to any lock, knowing that such lock or key has been adopted by
any part of the Department of Defense, including all Department of Defense
agencies, military departments, and agencies thereof...

(3) ... delivers any such finished or unfinished lock or any such key to any person not
duly authorized by the Secretary of Defense or his designated representative to
receive the same

(b) Whoever commits an offense ... shall be fined under this title or imprisoned not
more than 10 years, or both.

(c) As used in this section, the term “key” means any key, keyblank, or keyway
adopted by any part of the Department of Defense, including all Department of
Defense agencies, military departments, and agencies thereof, for use in protecting
conventional arms, ammunition or explosives, special weapons, and classified
information or classified equipment.
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The 2642 Key… The Key That Keeps On Giving
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“Citywide Standard key”

“NYC Fire Department key”
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X-X-7-5-3 X-X-6-5-3
X-X-7-5-4 X-X-6-5-4
X-X-7-6-3 X-X-6-6-3
X-X-7-6-4 X-X-6-6-4
X-7-5-3-X X-6-5-3-X
X-7-5-4-X X-6-5-4-X
X-7-6-3-X X-6-6-3-X
X-7-6-4-X X-6-6-4-X
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X-X-7-5-3 5-4-6-5-3
X-X-7-5-4 X-X-6-5-4
X-X-7-6-3 X-X-6-6-3
X-X-7-6-4 X-X-6-6-4
X-7-5-3-X X-6-5-3-X
X-7-5-4-X X-6-5-4-X
X-7-6-3-X X-6-6-3-X
X-7-6-4-X X-6-6-4-X
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commence the jigglin!
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2.27.8 Switch keys

The switches required by Section 2.27.2 through Section 2.27.5 for all
elevators in a building shall be operable only by a citywide standard
key 2642 and the New York City Fire Department standard key 1620.

The citywide standard key shall be designed in accordance with the
requirements of the Fire Department and shall be obtained only
through Fire Department authorization. Citywide standard keys shall
be kept on the premises by a person responsible for the maintenance
and operation of the elevators in a location readily accessible to
authorized persons in an emergency, but not where they are available
to the public.
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the official vendor’s response…
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the official vendor’s response…

#wontfix
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In Conclusion
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do you want ants?

because that’s how you get ants!
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shit’s on fire, yo!
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fixes cost money…
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…let’s talk about spending it wisely
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howard@payneelevator.com delta@enterthecore.net   .

@sgthowardpayne @deviantollam     .
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